QALAAI ZANISTSCIENTIFIC JOURNAL

A Scientific Quarterly Refereed Journal Issued by Lebanese French University — Erbil, Kurdistan, Iraq

Y

Vol. (6), No (3), Summer 2021

ISSN 2518-6566 (Online) - ISSN 2518-6558 (Print)

CRM - Mitigating Flooding in VANET through Controlled

Rebroadcasting Mechanism

Hiwa Abdulkarim Mawlood
Department of Information Technology, College of Engineering and Computer Science,
Lebanese French University, Erbil, Kurdistan Region, Iraq

hiwananakaly@gmail.com

Asst. Prof. Dr. Amin Salih Mohammed
Department of Computer Engineering, College of Engineering and Computer Science,
Lebanese French University, Kurdistan Region, Iraq

Kakshar@gmail.com

ARTICLE INFO

ABSTRACT

Article History:
Received: 28/3/2021
Accepted: 10/5/2021
Published: Summer 2021

Keywords: VANET,
Broadcast,
Rebroadcast, v2v,
IEEE802.11p, WAVE,
TTL

Doi:

10.25212/Ifu.qzj.6.3.31

The Vehicular Adhoc Network (VANET) is realizing Intelligent
Transportation System. VANET performs essential functions
in road safety, accident detection and congestion reduction
by enabling vehicles to broadcast messages. In case of
emergency, vehicles broadcast an alert message to its
neighbors and receives an alert message from its neighbors,
causing an increase in the number of rebroadcasted
messages and lead to flooding. The flooding will result in
higher bandwidth utilization, drop of packets etc. and
handling this flooding situation is an open issue. Thus, this
paper proposes a novel technique for controlling the
rebroadcasting of emergency messages to reduce the
number of broadcasted or rebroadcasted messages in the
VANET. Unlike the traditional rebroadcasting method,
multipath nature of signal propagation inherent in the urban
environment was taken into account. This method implies
reducing the number of rebroadcasting messages to the
minimum possible, but sufficient number for information
coverage of the required area. The simulation of the
proposed method assessed both qualitatively and
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quantitatively. It works better than most of the proposed
current techniques.

1. Introduction

Wireless technology is one of the most famous networking technologies to
interconnect different devices for exchange data between them. The wireless
technology is incorporated in vehicles to develop and realize the Intelligent
Transportation Systems (ITS) ITS trying to make vehicle commute safe. In VANET
networks, which are totally, depends on wireless technology and uses broadcasting
technique to disseminate messages among the network nodes. Vehicular Ad hoc
Network (VANET) 's main function is to prevent traffic accidents through fast and
reliable broadcasting of emergency messages. For this purpose, various protocols and
standards proposed by industry and academia. However, the strong dynamics of
VANETSs, sometimes associated with high vehicle densities in urban areas, impose
some limitations on the use of standard networking solutions used in static or low
mobility situations (Mohammed, Andrii, Ahmed, Olha, & Owaid, 2019). The use of
Road Side Units (RSU) and fixed infrastructure improves message delivery and
reduces bandwidth utilization by reducing the need for multi-hop retransmission;
Upon receipt of an emergency message, the RSU-based infrastructure can partially
support the function of (i) reporting alarms and (ii) displaying warning messages on
dedicated dashboards. Many different techniques may be used in VANET to broadcast
packets inside the network. Figure 1. Shows basic approached to build up VANET
system based on IEEE 802.11p

Systems based on the IEEE 802.11p
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Using RSU and fixed Broadcasting through Mesh
infrastructure topology

|
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Figure 1. VANET system
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To overcome network congestion, new methods of rebroadcasting messages control
are applied. This research work aims to develop a novel method for controlling the
rebroadcasting of the emergency messages known as Controlled Rebroadcasting
Mechanism (CRM). This novel method would reduce bandwidth utilization,
normalized message transmission delay, minimized packet drop, and fewer
retransmitted packets in VANET. The proposed mechanism depending on the IEEE
802.11p and using MAC layer information to improve network performance (Al-
Alkawi, Hanfesh, & Rauof, 2019).

Figure 2. V2V communication architecture

2. Related Work

In vehicular networks, message dissemination is critical to inform vehicles about
problems that may affect them quickly. However, massive dissemination of messages
is prone to cause broadcast storm problems if no mechanisms are introduced to
prevent it. To deal with network congestion, specialized techniques of re-
transmission process control are applied. The Edge-Aware Epidemic Protocol’s
(Baumann, 2004) main function is to send message across all the vehicles. Each
vehicle will have its geographic position through this particular protocol type. The
total number of transmissions from source to destination takes place in the given
time. EAEP will decide whether the nodes are retransmitting the new broadcast
message that is received. This protocol is having the drawback of creating high
number of data transmission and increased delay in transmission. The authors(Bhat
& Shah, 2012) proposed a broadcasting protocol based on vehicles' position to
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disseminate emergency messages through a large VANET. The idea of the proposed
protocol is to communicate a message in its region of Interest, so that the vehicles
concerned with the message are involved in it can be obtained. In contrast, it can
decrease needless broadcasting Channel services are used effectively and efficiently.
The suggested protocol is accessible not only for highway situations, but also
applicable in the urban environment. It let the vehicles to make decision
independently for broadcasting the message when it receives. The main drawback of
this protocol is not aware of the bandwidth utilization which leads to packet drop
during highly congested traffic in the network. The author(Kim et al., 2015) divides
nodes into three groups, such as outer node, inner node, and protected ring node,
according to reception power, while the inner node represents the nearest nodes
from the source node. External nodes are far from the original node, and nodes in the
protected ring are called nodes that have a preferred distance from the source node.
The node must calculate the difference between the received power and the receive
threshold, called the receive power threshold (rxDiff). In such a scenario, two new
thresholds must be defined one at a time to indicate the internal nodes of the
protected ring and the second is to designate protected ring nodes from external
nodes, they may be called the Inner Border Threshold (IBT). The Outer Border
threshold (OBT) and the maximum transmission area is called the third natural limit
(maxTxRange). The main disadvantage of SRB is, increased control packet overhead.
Preferred Group Broadcast protocol (Sospeter et al., 2019) aims to avoid the problem
caused by the storm transmitting route requests. In PGB protocol, all nodes will sense
the level of signal strength from neighbor node broadcasting. The nodes will
retransmit the message to other nodes those have shortest timeout. The main
disadvantage of SRB is, reliability factor. The authors (Bi et al.,, 2015) proposed a
Multi-Hop Broadcast Protocol for Emergency Message Dissemination in Urban
vehicular Ad Hoc Networks (MBP). This work aims to reduce the delay in the
transmission of emergency messages and reduce the redundancy of messages. The
flood protocol was used at VANET to efficiently disseminate information for active
safety applications such as vehicle speed and location. The main disadvantage of this
protocol is that the vehicle has to wait for some time to decide whether to retransmit
or not suitable for emergency situations. Beacon messages should be used to alert
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the neighbors once the emergency event occurs. In (Bhat & Shah, 2012) authors
investigated multi-hop routing in ad-hoc network problems. IEEE 802.11p and other
vehicle network specifications encourage them to send commonly used messages
called beacons. The authors proposed a new algorithm, the rate adaptation algorithm
(RAA), which behaves like automatic rate fallback (ARF). They used an RTS / CTS
handshake (send / cancel request) when it was necessary to decide to change the
physical baud rate. Because 802.11 uses the Distributed Coordination Function (DCF)
mechanism to access media, collisions can occur if two or more stations want to
transmit data simultaneously. The work proposed by (Kim et al.,, 2015) is a
Coordinated Multi-Channel Media Access Control (C-MAC) protocol used in Vehicular
Ad-hoc Network. This research aims to develop a protocol for transmitting safety
information by coordinating road units with each other and maximizing bandwidth
and reducing latency by providing controversial broadcasts. The developed C-MAC
protocol consists of three slots. The first window is the length information broadcast
phase (LIBP). The second interval is the safety Message phase (SMP). The third
interval is the Channel Reservation Stage (CRP). This protocol allows the dispatch of
service messages and security messages without conflict. The proposed C-MAC has a
longer interim period for channel reservation and transmission time, which is
negative. In the paper (Sospeter et al., 2019), the authors proposed an effective and
efficient adaptive probability data dissemination protocol (EEAPD). EEAPD uses the
redundancy ratio metric to explain the connection between vehicles and road
segment in rebroadcasting decisions. The EEAPD protocol takes account of the
number if road segments for deciding which nodes are suitable for rebroadcasting
emergency message. The last segment of the road is considered to be in the
transmission range because of having the Probability of low vehicle number. This
research work did not consider the hidden node and obstacles which could affect the
probability of reaching more number of vehicles in the VANET.

3.Controlled Rebraodcasting Mechanism (CRM)

Taking into account the previously obtained calculated data of the informing distance,
it is obvious that in order to achieve the D¢ informing distance, it is necessary to
use multistep messages rebroadcasting. In turn, this will lead to an increase in the
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load on the network, increasing with each new rebroadcasting. Considering that the
importance of the transmitted information decreases with distance from the source
node, it is quite natural to conclude that it is necessary to limit the TTL packet lifetime
(TimeTolLive) in several steps (transfers between nodes). In the process of evaluating
the required number of retransmissions, it should be noted that setting the TTL value
too small will lead to the premature discarding of packets until they reach the
required information distance D_infAmin . Thus, the solved problem of determining
the required number of shipments can be formulated as:

TTL = ming, |DR", DR, 5% -+ (1)

To assess the distribution distance of broadcast messages, it is necessary to take into
account many factors, such as the density of vehicles, their location and the nature of
the terrain, affecting the occurrence of reflected signals. In (Baumann, 2004; Nekovee
& Bogason, 2007; Tian et al., 2018) it is proposed to use the analytical apparatus
obtained in(Bi et al., 2015) and which allows one to estimate, taking into account the
above factors, the cumulative probability distribution function CDF
(CumulativeDistributionFunction) message transmission distance as:

Fr(a) =1-P(y(a) > ¢) - )

where R is the interaction distance;

(v(a)>d) - the probability that the signal-to-noise ratio SNR (Signal-to-NoiseRatio) y(a)
above threshold ¢, necessary for successful reception of the message. Substituting
the probability density function of the Nakagami model into expression ,we can
obtain the formula for calculating the CDF for various propagation conditions of the
signal, depending on the area on which the transmission is performed.

In this case, the average value of the information distance can be obtained from as:

E[R] = J;"(1 ~ Fa(@))da - )

The algorithm proposed in this paper belongs to the group of probabilistic, parametric
broadcasting methods. The basic principle of the proposed algorithm is to generate a
delay for incoming broadcast messages, the value of which varies based on the SINR
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value measured by each node when a message is received. The calculation of the
delay interval is made individually for each received packet. During the delay time,
the node continues to work in stationary mode and in the event of a duplicate
message, both messages are marked as prohibited for further forwarding. Also, this
technique controls the rebroadcasting of emergency messages to limit the usage of
bandwidth (Awasthi & Sharma, 2020). This is done using factors like Time to Live (TTL),
vicinity of vehicles, current location, etc. If an accident generates emergency message
and broadcast it, the immediate vehicles rebroadcast it and the second level vehicles,
which control the next rebroadcasting. For that, the vehicle will calculate the time to
live and the vicinity of the vehicles update that information in the emergency message
and rebroadcast it, the next layer vehicles calculate TTL validity and the current
location within area. If the current location value is greater than ER, then it will be
rebroadcasted or drop the packet. By this, the vehicle within their farthest distance
in the vicinity will rebroadcast, thus the rebroadcasting of emergency message is
controlled, and the less of bandwidth is achieved. The following are the steps
followed by CRM.

Start: When a vehicle faces an obstacle ,
STEP-1: it disseminate an emergency message immediately of other neighbor
nodes through its vicinity
STEP-2: broadcast packet will be received by neighbor node,
STEP-3: every packet has a Time-to-Live (TTL) value if the TTL of the packet was
less than the TTLmax which is defined as a static value.
STEP-4: the packet will be put in a buffer,
STEP-5: if the the buffer was free then
STEP-6: the delay time will be set and the packet will not be the counter
will be ready for sending the packet for other node, else the buffer was not free,
then
STEP-7: it checks the buffer if it contains a packet with the same ID then
STEP-8: it checks the duplication flag ( which is the variable
defined as a Boolean and set as a false value , if the flag value was false
then
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STEP-9: it will be converted to True and the packet will be removed
and the packet will not be rebroadcasted , otherwise if the flag value was
false then (

STEP-10: the packet will be put in delay counter until the packet
will it ends. If there was no packet with the same ID in buffer then

STEP-11: the delay timer will be set and the duplication flag will
set to false and

STEP-12: the time will be initialized to prepare for rebroadcasting
packet to other neighbour node. On the other hand, if the TTL was greater
than TTLmax then

STEP-13: the packet will be accepted and will not be
rebroadcasted to other neighbour node in the segment vicinity.

End

Table 1. Mechanism of Controlled Rebroadcasting

This approach avoids the need to parse each packet in the process of establishing the
fact of duplication to determine its identifier, which significantly increases the
performance.

4. Performance Evaluation

The following graphs give the comparison of proposed method with three other
methods which are mentioned in literature survey. The figure 4.1 gives the
comparison in terms of number of vehicles the emergency message crossed. From
the graph it is proven that the proposed method makes the emergency message
crosses more vehicles so that more number of vehicles is informed about the
emergency.
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Figure 4.1. Number of Nodes Crossed compared

On the other hand, the throughput is also one of the important issues which should
be studied in VANET. As illustrated in figure 4.2 the comparison in terms of
throughput of vehicles the emergency message crossed. From the graph, it is proven
that the proposed method makes better bandwidth utilization compared with other

methods.
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Figure 4.2. Throughput
Packet Delivery Ratio (PDR) which is defined as the ratio between the received

packets by the destination and the generated packets by the source. In figure 4.3
which is showing the comparison in terms of number of vehicles packet delivery ratio
of emergency messages. From the graph, it is proven that by applying proposed
method the packet delivery ratio will be increased comparing with other methods.
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Figure 4.3. Packet Delivery Ratio (PDR)

5.Conclusion

In Wireless Access Vehicular Environment infrastructure-less VANET rebroadcasting
traffic distribution system in terms of costing and reliability, as well as message
duplication cause increase the load on the network. The important characterized
particular vehicular networks (mobility vehicles, critical constrains mobility scenario
and alert rebroadcasting variable communication conditions) has research challenges
on the rebroadcasting traffic distribution system. From this proposed solution the
idea can be reiterated that the rebroadcasting traffic information in wireless access
vehicular environment creates the better performance in increasing throughput,
reducing delay and collision .The proposed novel decision rebroadcasting algorithm
is creates the emergency message for first layer vehicles which follows the MAC layer
in IEEE 802.11p standard and maintain the Time to Live threshold. Through the
maximum transmission range and vehicle speed the delay time has reduced in the
proposed algorithm.
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