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1. INTRODUCTION

Internet of Things (loT) integrates billions of the
heterogeneous 10T things with the Internet in which the
embedded systems such as sensors and actuators linked
together to improve quality of life, and becomes the future of
technologies in any field of human daily life. These loT
devices cooperate with each other and generate useful
information to provide better services and applications to the
governments and the society. Also, there is a need to store
these data on Cloud for monitoring. This paper, surveys loT
applications, new challenges and issues arise in different
fields and provides 0T architecture, focuses on explanation
of 10T protocols and their operations and functionalities,
presents different microcontroller types used by researchers.
With the huge amount of data generated from 10T devices, the
integrating Cloud and loT may helpful, Therefore, a survey
on open issues faced when these two concepts integrating
together is discussed. The objective of this paper is to provide
a survey for everything related to 10T and direct it to all
beginners in this filed or academic researchers.

he 10T is a field that consists of the newest technologies make a revolution of
Internet. It includes a wide range of applications such as smart cities, e-health,
smart home, smart grid and where it monitors smart road, smart waste and patients
in real time [1]. The term "things" consists of interconnected smart devices like
sensors and actuators. These devices are communicating with each other, referred to as
Machine to Machine communication (M2M) [2]. With the rapid growth of the Internet, Cisco
estimates that the world will have 50 billion of 10T devices within the next 20 years. Also,
these devices have sensing feature such as temperature sensor in order to measure Room
temperature [3]. Thus, a large number of data needs to be stored on servers. This will lead to
integration of 10T and Cloud Computing, which Cloud offers services, tools and software to

end users [4].
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The phrase of " Internet of Things" was created by Kevien Ashton on supply-chain
management where he was cofounder and executive director of the MIT Auto-1D Center. He
said regarding to 10T: "I could be wrong, but I'm fairly sure the phrase "Internet of Things"
started life as the title of a presentation | made at Procter & Gamble (P&G) in 1999. Linking
the new idea of RFID in P&G's supply chain to the then-red-hot topic of the Internet was
more than just a good way to get executive attention. It summed up an important insight
which is still often misunderstood."[5]. After years, it was introduced by David L. Brock in
2001. The "thing" is a part of people’s life to interact within the physical world that surrounds
us. The phrase " Auto-ID" includes any identification technology such as bar codes and smart
cards that are used for reducing errors, automating, and increasing efficiency. In 2003, Radio-
Frequency ldentification (RFID) application expanded into wider fields at the MIT s Auto-
ID center, which built the basis for the current 10T sight [6].

People have an addiction to purchase multiple devices, (I Pads, mobile handsets, Tablets,
Laptops, etc.) therefore, the number of devices have been increased and is expected to exceed
the number of people [7]. Data that are extracted from these devices have an impact on
society and economy. Thus, 0T is easy to monitor operations and manage them far away
from organization, track data as it moves from one place to another and even if it crosses the
ocean and detect the changes in the human body like temperature and heartbeat that could
save lives [8]. 10T includes essential types of networks like distributed, grid, ubiquitous, and
vehicular; these have turned towards the world of IT with the five coming years [9].

The original Internet was formed its architecture before the explosion of huge and smaller
devices such as sensors/actuators. With the emergence of 10T, it destroys all previous ideas
regarding network architecture. Thus, create challenges for the current networking paradigm
[10]. IoT develops the enormous applications which makes use of data generated from
different objects that interact and cooperate with each other to provide better services to
governments, organizations and humans.

The rest of this paper is organized as follows: Section 2, discusses the architecture of 10T.
Section 3, presents protocols and standards involved in 10T and their challenges. Section 4,
classifies the most important microcontrollers. Section 5, introduces the integration between
cloud and loT paradigm. Section 7, focuses anda derives the open issues in Cloud of
Everthing.

2. 10T ARCHITECTURE

The loT handles billions of different objects that integrate and corporate with each other
to provide the scalability, configuration and modularity of IoT deployments in different
fields, therefore, the layered architecture has taken into consider. It depends on various kinds
of technologies supporting the 10T and describes how these technologies related to each
other. The basic 10T layers consists of three model [11] are: Application, Network, and
Perception Layers. new layers are added [12]: Business and Middleware Layers are recently
proposed.

2.1. PERCEPTION LAYER

The perception or so-called object/ sensor connectivity layer it's called that, since it
represents the smart objects that are integrated with 10T sensors. Real-time information can
be collected and processed by enabling the interconnection of the digital/physical world by
sensors. The shrinking of hardware size was to produce a smaller form and more powerful
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sensors. The sensors can be different types for different purposes. The aim of this layer is
collecting the information from different devices like sensors/actuators, tags (RFID and
Barcode, GPS, camera), creating big data and then performing different functionalities like
taking the measurements such as temperature, humidity, movement and electricity. Sensors
have a number of features and characteristics, for instant: they have a memory-sized for
recording a certain number of measurements. Furthermore, they have an ability to convert
signals from digital to analog that can be understood by devices [13]. Most sensors need a
gateway for aggregating data, which require a connectivity such as LAN (Local Area
Network): Wi-Fi, Ethernet and PAN (Personal Area Network): Bluetooth and ZigBee. Also,
sensors sent the data directly to servers or applications using WAN (Wide Area Network):
GPRS, GSM and LTE. WSNs are part of 10T, these sensors use low-power and low-data-
rate. The WSNs are better than the traditional sensors because they keep sufficient battery
life and covering large areas.

2.2. NETWORK LAYER

The Network or so-called the Object Abstraction Layer. Massive volume of data is
produced from the first layer, that require a high-performance transport medium (gateway)
to collect the information and send to Middleware. Gateways refer to WAN, Mobile
Communication Network, Wireless/ Wired Network as well as provide routing protocols and
reliable delivery. Networks may include several of technologies and protocols to support 10T
and M2M applications to provide new capacities such as context-aware and to support the
communication requirements such as delay, bandwidth, security and privacy. Hence,
Network layer of 10T model is similar to both Network and transport layers of OSI (Open
System Interception) model. The aim of this layer is to transmit the data to Internet through
different technologies like Wi-Fi, 3G, Bluetooth, XBee, etc. [13].

2.3. MIDDLEWARE LAYER

Middleware Layer or so-called Service management layer, it makes the processing of
information possible. It provides the important functions like device modeling, management,
analytics and configuration, etc. The aim of this layer is to receive and store the date form
the pervious layer, processes the information, make decisions and then deliver it to the
application layer. It provides information in the form of events for example good temperature
for the patient’s health condition. These data may require an immediate response to
emergency's station. In addition, hiding technological detail from the user to enable the
developers to develop applications more easily, quickly and without the complexity. At this
layer, some middleware protocols may be included in order to make applications compatible
with different objects without consideration according to hardware platforms. Cloud
computing is an important platform of Middleware Layer that it may analyze the data [14].

2.4. APPLICATION LAYER

Application layer provides different services to the end user after the processing and
analyzing the data from Middleware Layer. For instant, after a patient measures his blood
glucose and temperature the application layer can provide these measurements to who asked
for them. The application Layer presents several of fields like smart home, smart city, smart
building, smart healthcare, education, industry, etc. [15].
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2.5. BUSINESS LAYER

As the name suggests, its purpose is to build a business model. The data from the
application Layer will be processed more in order to provide significant services to meet
customer needs. In addition, Business layer can provide different functionalities such as
analyzing, monitoring and evaluating data. It also enhances the service by comparing the
output of each layer with the expected output, which can make money from the service
provided. [15].

There are some problems with loT architecture which still get the attention from
researchers:

o Vertical vs. Horizontal [1]:

In vertical, operation and control of various services of different layers (from the
perception layer to the application layer) should studied.

In horizontal, different devices and technologies are used, so that further
enhancements of user-centric communication capabilities should considered (one object
to another object).

o Security:

Security must be included across 10T layers from object layer to application layer.
Security is an important issue as the integrity of data, since the integrated physical sensors
are able to access applications organizations and domains.

3. PROTOCOLS

In this section, an overview is provided of the most common protocols specified for 10T,
by giving their functionalities and their challenges.

3.1. APPLICATION PROTOCOLS

Two of the most common protocols are motioned, that are used for constrained devices:
3.1.1 MESSAGE QUEUE TELEMETRY TRANSPORT (MQTT):

The history of MQTT was introduced by Andy Stanford-Clark and Arlen Nipper in 1999
and then MQTT v3.1.1 becomes an open standard protocol by OASIS (Advancing Open
Standards for the Information Society) in 2014. It is a lightweight application protocol
optimized for devices with limited constrained such as power and bandwidth. Also, it is
designed for IoT applications and M2M [16].

MQTT runs over TCP/IP and based on publish/subscribe model topic-based. In this mode,
it consists of two types of clients and server. Each client can be publisher or subscriber to
specific topic, while server or called broker mediates publishers and subscribers and pass
messages form publishers to subscriber. The subscribers receive messages related to
subscribed topics [17].

MQTT is better than the HTTP protocol because it has a lower overhead, a synchronous
and reliable with different levels of quality of services used for reliable networks. QoS level
0, the client receives the message at most once, an acknowledgement not used in this level,
and the server does not retry sending the message at all. QoS level 1; the server delivers a
message to the client at least once, here an acknowledgement used in this level. QoS level 2,
this level is used when lost or duplicated of the message that is accepted by the client, this
requires 4-way handshake to deliver the message at exactly once, hence this coz increase in
the overhead [16].
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3.1.2 CONSTRAINED APPLICATION PROCOLCOL (CoAP):

CoAP is web transfer protocol based on the Representational State Transfer [REST]
architecture for Resource-Oriented such as 6LowPAN networks and nodes. In 2010, CoAP
was created by CoRE (The Constrained RESTful Environments) working group. The aim of
this protocol was to optimize application for 10T and M2M by reducing message overhead
[18]. CoAP uses the same functionality as the HTTP protocol (supports request/response
model), but CoAP adds some additional features such as low processing power and energy
consumption; so that the protocol can be suitable for constrained environments such as
sensors/actuators.  Thereby, it will offer a new feature like multicast,
asynchronous/synchronous message exchange, low-bandwidth and reliable transmission (the
bandwidth and data can be exchanged via the client-server model). CoAP runs overTCP so
that it will support unicast only, while running over UDP, it will support both unicast and
multicast [19]. All above features make the use of CoAP more favorable than using
traditional HTTP [20].

CoAP supports publish/subscribe model by using messaging queue (MQ-CoAP). Here,
MQ-CoAP is using URI (Universal Resource Identifier) to access resource on the destination
instead of using topics like MQTT. each specific resource has a unique URI. CoAP has two
layers: request/response layer and transaction layer. In the Request/Response layer, it is
responsible for influencing the resource by using these commands (GET, PUT, POST and
DELETE) to provide resource oriented between client and server. Publishers send the data
to subscribers which request the data through URI [21]. While in the transaction layer, it is a
reliable because it has multiple different levels of QoS. This layer is used to exchange a
single message between client and server. There are four types of messages that require QoS.
The CON (Confirmable), is required to return an acknowledgment to the client that could be
sent as synchronous or asynchronous. The NON (Non- Confirmable), does not require to
return an acknowledgment. The ACK (Acknowledgment), is used to confirm the reception
of a CON message type. The RST (Rest), is used if the message cannot be processed.

HTTP-CoAP mapping offers transformation between Client HTTP and CoAP server by
allowing a HTTP client to access resource at the COAP server using a proxy, but if the process
of mapping is reversed, a reverse proxy will be used [20].

CoAP is designed with no security feature, therefore the IETF proposed two protocols to
secure CoAP: DTLS and IPsec. Recently, IPSec stops securing CoAP. CoAP with DTLS
(Datagram Transport Layer Security) is similar to HTTPs. DTLS functionality is similar to
TLS (Transport Layer Security) functionality. However, the difference between TLS and
DTLS is that DTLS runs on top of UDP. DTLS provides authentication, data integrity,
confidentiality and automatic key management. But the problem with DLTS is that it's
unsuitable for constrained devices because it does not support multicast, which is the
important role in CoAP [22]. Some researchers have proposed some solutions to that problem
[23].

There are many challenges that COAP that may face, some of them are mentioned:

o Congestion control: CoAP runs on the top of UDP protocol, UDP does not
provide reliable or congestion control mechanism, therefore, COAP must deal with the
congestion control mechanism by itself. It has a basic mechanism and it is achieved by
"Confirmable™ and "NON Confirmable™ messages. However, this mechanism could
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not be handled with constrained resources. Some researchers have proposed some
solution to that problem [24].

o Size of MTU: constrained environments have very small size of MTU. The
frame size of IEEE 802.15.4 is 127 bytes as a maximum, while the size of MTU of
IPv6 is 1,280 bytes as a minimum, but the IP network supports MTU 1500 byte or
higher. 6LowPAN provides an adoption layer between the link layer and the network
layer to provide fragmentation method and header compression to recover the above
problem. Some researchers have proposed some solution to that problem [25].

TABLE 1: MQTT vs. CoAP

MQTT CoAP
Messaging Multipoint-to- Point-to-Point
transformation Multipoint communication
commination
Topics URI
Transport TCP-Based UDP-Based
Architecture Publish/Subscribe Request/Response
model model
Layers Single layered Two sublayer:
Request/Response
and Transaction
Security SSL/TLS SSL/DTLS
Reliability 3 QoS levels 4 QoS levels
Performance Lower delays Lower overhead and
analysis lower packet loss

3.2. INFRASTRUCRE PROTOCOLS
3.1.3 ROUTING PROTOCOL FOR LOW POWER AND LOSSY NETWORKS
(RPL)

RPL is a distance vector routing protocol for LLNs (Low power and Lossy Networks).
LLNs consist of thousands of embedded devices which are constrained like limited power,
memory and processing resource. Routers are interconnected by lossy links; however, these
links have a problem on a low data rate. In addition, LLNs support three types of traffic:
point-to-point (transfer traffic between nodes), point-to-multipoint (transfer traffic from root
to other nodes) and multipoint-to-point (transfer traffic from nodes to root) [26]. For the
above reasons, LLNs must have specific routing requirements. The previous routing
protocols were like OSPF, IS-1S, AVOD and OSLR but all these protocols did not meet LLN
routing requirements. IETF forms a new Working Group to meet LLN solutions. The
Routing Over Low power and Lossy (ROLL) proposed an RPL routing protocol for various
application scenarios like healthcare, industrial, urban, smart home, smart cities and for
WSNs and IoT. RPL was standardized in 2011 and defined as RFC6650. RPL is committed
to IPv6-based to prevent fragmentation and intends to support a different kinds of link layer.
RPL supports various technologies such as Wi Fi and IEEE 802.15.4 [27]. RPL routing has
two attributes that are used for path calculation: the first attribute is constraints, the node and
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link clipped from the path that did not commit the constraint; the second attribute is metrics
that determine the least-cost path [28].

Objective Function uses metrics and constraints to determine the best path [29]. RPL
mechanism is based on Directed Acyclic Graphs (DAGs) which consists of Destination
Oriented Directed Acyclic Graphs (DODAGs). DODAGs have one root that is called LBR
(LowPAN Border Router) or it can have a multiple root in the network. In addition, they
have a preferred parent node in which each router can selects its parent. Furthermore, they
have a several sink routers that are called a leaf node. The DODAG root advertises the routing
metrics and filters the link to look as if it fulfills the properties [30].

RPL supports new messages of Internet Control Message Protocol (ICMPv6) for the IPv6
specification to exchange related information [31]. These messages are DIO (DODAG
Information Object), DIS (DODAG Information Solicitation) and DAO (DODAG
Information Object). RPL uses Trickle algorithms to exchange messages dynamically
between nodes. [50]. The DIO message is used to advertise the table of neighboring nodes
of the graph, determine distance from each node to the root based on certain rules (objective
function, DAG characteristics, advertised path cost and local policy), and to make a decision
whatever the node is to join the network or not. The DAO message is used to advertise the
upward traffic and downward traffic. The DIO message is used by a node to collect DIO
messages from neighboring nodes.

3.3. IPv6

IPv6 was created by the IETF and defined as RFC-791. It is considered as an interactive
of IPV4. It is similar to IPv4, but adds some additional features such as the length of IP
address is longer than IPv4 and it is extended from 32bit into 64bit. IPv6 becomes the future
of loT.

The following aspects of IPv6 make it suitable to be used by loT:

e The IP is a requirement to any connection that is used to transfer data between devices
over the internet.

o |t offers scalability by providing 27128 unique address space which covers all old and
future devices.

o It supports the Network Address Translation (NAT) which enables multiple users to
share the same public IP address that solves the limitation on IPv4 problem.

¢ |t provides solutions to support mobility of end-to-end devices and routing mobility of
the network.

e |t provides the stateless mechanism, in another word the nodes can define their address
and hence reduce the cost and configuration effort.

If the number of devices is increased, then a security issue is considered, such as network
attack. For example; in the case of smart house, there will be a security risk on information,
therefore IPv6 provides security such as IPSec and VPN (Virtual Private Network) where
the last is supported by all compatible devices.

ISP (Internet Service Provider) may suffer from a problem, when the network is not
supporting IPv6. Some researchers have proposed some solutions to that problem [32].

349



QALAAI ZANIST JOURNAL
A Scientific Quarterly Refereed Journal Issued by Lebanese French University — Erbil — Kurdistan — Iraq
Vol. (2), No. (2), April 2017
L F U Speical Issue : The 1% International Co_nference on Information Techno_logy (I1ColT'17)
ISSN 2518-6566 (Online) - ISSN 2518-6558 (Print)

3.4. IEEE802.15.4

The IEEE802.15.4 is an IETF standardized protocol for constrained devices such as
sensors/actuators, designed for power consumption, low data rate, low cost, low complexity
and a few meters of radio frequency; specified for low-rate wireless personal area networks
(LR-WPANS), IoT and M2M. It designates a physical layer and Medium Access Control
(MAC) sublayer [33]. IEEE802.15.4 supports two types of devices: a full-function device
(FFD) and a reduced-function device (RFD). The FFD device serves as a personal area
network (PAN) coordinator or just a coordinator. On the other hand, the RFD cannot serve
as PAN coordinator or just a coordinator. The RFD is designed for simple node like a switch
or a passive infrared sensor with limited resources and memory. The network has at least one
FFD and multiple RFD which can communicate with each other. IEEE802.15.4 consists of
two types of topologies and operates one of them: the star topology or the peer to peer
topology (or called mesh). The star topology contains of one central FFD and some RFD
devices. The FFDs control, initiate, terminate and manage the other RFD devices. The star
topology offers services in the fields such as smart home, healthcare and computers. While
the mesh topology contains one FFD coordinator and multiple RFD devices which can
communicate with each other through intermediate nodes. The mesh topology is more
complex than star topology. It supports applications like WSN and industrial. Cluster tree
topology is extended from mesh; the most devices are FFD. The other devices from outside
the network cannot associate with cluster tree due to RFD devices at the end of the cluster
[34].

There are other protocols developed to support IEEE802.15.4 such as ZigBee, WiFi and
WirelessHART [35].

4, MICROCONTROLLER

In this section, we consider the microcontroller as one of the most important and
fundamental elements of 10T, by giving the main types used by researchers, where the
selection of microcontrollers depends on many factors to choose the suitable one for a project
for example, processing speed, energy computation and the supported programming
languages, also we mention some important characteristics for micro-controllers, with
comparison between some important versions which related to micro-controllers and to make
the selection and learning easier. Also, some simulators programs which are available are
mentioned with books.

4.1. Arduino

Arduino is an open-source microcontroller used by teachers and students to prototype a
powerful, low cost and flexible electronic project. Arduino consists of hardware and software
that is called IDE (Integrated Development Environments). It takes input from different
sensors like light, temperature, degree of flex, pressure, proximity, acceleration, carbon
monoxide, radioactivity, humidity and barometric pressure, and then sends them to the
Arduino board to convert it to digital output. Arduino’s software used to control the board to
take different actions. It supports variety of products like: 10T application, wearable, entry
level and enhanced features. In addition, it is compatibles with shields that are used to provide
additional capabilities such as connecting to the Internet (Wi-Fi, Bluetooth, 6LowPAN) [36].
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TABLE 2: Arduino features

Board Features Communication 1/0
Arduino ARM, 7- ETH, BLE, Wi- 6 ADC
PRIMO 15V, Fi, CAN

64MHZ
Arduino ARM, 3.3, ETH,BLE,Wi- 2ADC
STAR - 180MHZ Fi, 2CAN
OTTO
Arduino UNO AVR, ETH, BLE, Wi- ADC
WIFI ESP8266, Fi, CAN
5V, 16-
80MHZ
Arduino ARM, 5V, ETH, Wi-Fi,
INDUSTRIAL  16MHZ CAN
101

4.2. Raspberry Pi

Raspberry Pi is a small-sized computer and low-cost device intended for the education
field. It is used by people to improve programming skills. The Raspberry Pi advances the
Arduino microcontroller. The physical hardware is an open source and run on Linux,
Windows and Risc OS. The board consists of important things: processor, RAM and ports.
There are different types of models. The first is the Raspberry Pi A, this model is low price,
has only one USB port, uses less power computation and only 256 MB of RAM. the
Raspberry Pi A is upgraded to the Raspberry Pi A+, suitable for robotics and embedded
system. The second is the Raspberry Pi B, this model has two ports one for the Ethernet and
the other one for 512 MB of RAM. The Raspberry Pi B is also upgraded to the Raspberry Pi
B+, this model has a double number of USB ports and improved power consumption. The
third is the Raspberry Pi 2, is the replacement of B+, the important features including 1GB
of RAM and 4 USB ports. The Raspberry Pi 3 is the last model, supports important features
like it has built such as Wi-Fi IEEE 802.11n and Bluetooth [37]. There are several book's
guides for the Raspberry Pi in [38]. Also, Raspberry Pi simulators in [39].

4.3. TelosB

TelosB sensor is an open-source platform used in WSNs. The platform includes: USB
programming and data collecting capability, microcontroller, transceiver, 10KB RAM,
250Kbps and IEEE802.15.4 radio with antenna built-in and low power consumption (which
offers a long-life battery and fast wake ups from deep sleep). It uses an open-source, simple
and energy efficient TinyOs image, which was developed by US Berkeley. It is integrated
with five sensors: Temperature, Sound, Solar radiation, Light and Humidity sensors [40].

4.4. NodeMCU-ESP8266
The Node MCU is an open-source microcontroller that is used in 10T applications and
was designed by Espressif system. It is based on the ESP8266 Wi-Fi SoC (System on Chip)
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and ESP-12 module. Node MCU was created on 13 OCT 2014, Arduino developed their IDE
(Integrated Development Environments) software to be compatible with Node MCU. It uses
two programming languages: The Lua scripting language and C/C++ Arduino language.

TABLE 3: NodeMCU types
Generation Version Features

1st 0.9v1 ESP-12,
4MBflash,
47mm*31mm

2nd 1.0v2 ESP-12E,
4MBflash

3nd 1.0V3 The as V2 but it
has two reserve
pins for USB
power out and the
other for an
additional GND.

4.5. Onino-OMEGA 2

Omega 2 is a tiny microcontroller, cloud integrated and designed for building loT projects.
It is a Linux computer server with Wi-Fi built-in and designed for connectivity and on-board
flash memory. It is a small size and has power efficiency as Arduino and flexible as
Raspberry Pi. It has new expandable docks like Expansion Dock, Mini Dock, Power Dock,
Relay Expansion Dock, Bluetooth, Cellular, GPS and Arduino Dock R2 (make use of
Arduino shield). It is a simple and an affordable to start with it. It offers users an application
store to get solutions for IoT. It can be programmed with many languages like C, C++,
Node.js, Python and PHP. It has nine sensors: humidity, temperature, gyroscope, light, LED
driver, potentiometer, pressure, gas and buzzer [41].

TABLE 4: Onino types

Omega Omega2 Omega?2
Plus
Memory 64MB 64MB 128MB
CPU 400MHZ 580MHZ 580MHZ
Storage 16MB 16MB 32MB
Price 19% 5% 9%
usB 2.0 2.0 2.0
Wi-Fi b/g/n b/g/n b/g/n
GIPO 18 15 15
PWM - 2 2
12C - 1 1
SPI - 1 1
12S - 1 1
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4.6. Intel Galileo

The Intel Galileo is the first microcontroller based on the Intel architecture. It is designed
to be compatible with Arduino software and hardware. It uses software Arduino development
IDE, which makes easier getting started. The hardware is operating at 3.3v or 5v for Arduino
shield. It is the best choice for students and professional developers who seek for simple,
efficient and low-cost board due to its features like: a full sized mini-PCI Express slot, Micro-
SD slot, 100MB Ethernet port, USB host port, USB TTL UART header and 8Mbyte NOR
flash. Galileo supports many programming languages such as Python, Videio4linux, Secure
Shell (SSL), Advanced Linux Sound, OpenC, Node.js and Advanced Linux Sound
Architecture (ALSA). Galileo uses the default Linux image [42].

5. INTERGRATING CLOUD AND 10T

The new revolution within the field of devices and objects of the real world that these will
integrate into the virtual world. In 2011, the number of connected devices was about 12.5
Billion and they were exceeded the number of people on the world [43]. Since the number
of devices has increased, there will be Big Data. Storing that Big Data temporally will not be
the solution for 10T. There must be another solution with low-cost and light-weight to store
that big data as permanently in the cloud [44]. Integrating the cloud and internet of things,
it becomes the new wave of computing. We call this new paradigm Cloud of Everything
(CoE). The two terms cloud and loT have grown exponentially. Furthermore, their
architectures are different from each other, loT uses Cloud to improve its processing,
computing, energy and power. Many researchers are interested in this integration and
proposed a new solution of architecture [15].

6. COE ISSUES

In this section, some problems and difficulties are explained which still appear when
integrating between 10T and cloud.

6.1. PROTOCOLS

The protocols represent a major role in complete fulfillment of the sensing requirements.
They consider as a data tunnel between loT devices and the outside world [45]. The sensing
devices use loT protocols like IEEE802.15.4 or IEEE802.11 to transmit data to the person
concerned. However, some gateways do not support some of the protocols that the sensor
being used. People at the most time choose a cheap and easy sensor to work with. If a sensor
is added to the network, it cannot be guaranteed that sensor will be compatible with the
gateway. It must consider whether the gateway supports the standardized protocols [15].

Using MAC (Medium Access Control) protocols make the system work efficiently. MAC
protocols (collision free) have been proposed for several areas like: DMA, TDMA, CSMA
and FDMA.. However, these schemes are impossible with billions of available 10T devices.
This becomes an issue, which requires further study [46].
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6.2. ENERGY EFFICIENCY

In the near future, WSNs will be a part of IoT. When sensor nodes join the network and
sense data this will lead to the appearance of power consumption problems. A WSN has four
basic elements: a sensing unit, a processing unit, a transmitting/receiving unit, and a power
unit. The challenge is to design energy-efficiency sensors instead of the need of battery
replacement in a traditional way. For example, design new video sensing, encoding and
decoding to consume low-power. In general, the encoding is more complex than decoding
because the encoders have to compress the video efficiently by analyzing the redundancy in
the video. This process is acceptable because the encoding process is done only once while
the decoding process takes multiple times [47].

The inappropriate way is to have a sensor with batteries, especially, if there are billions
of sensors all over the world, it’s difficult to change the huge number of batteries. The most
suitable way is to have sensors with permanent power supply, as well as taking advantage of
the environment that generate electricity like vibrations, light, and airflow. Furthermore,
sciences publicized a new chip called Nan-generator that used body movement to generate
electricity. Moreover, enable sleep-mode [15].

6.3. IDENTITY MANAGEMENT

There are many "things" communicate over the Internet; these are becoming part of loT
in order to understand, collaborate and to do their job of sensing. There are two types of
"things", the first type, dies over a short time, which doesn’t need an identity. The other type
requires identification, for example, mobile nodes in smart city with motivation. The
identifying object in 10T is one of the main problems in the resource constraint like energy,
lifetime, point-to-point delay, memory, routing overhead latency and bandwidth [47].

Identity management (IDM) is defined as the management of things involves identifying
devices in the network to make things distinguishable and assigning identifiers. It provides
authentication, authorization and polices and controls access to resources. Normally, things
have only one identity, but sometimes they have multi identifiers. Various components of
the IDM system include; directory services, access management and Password
administration [48].

6.4. IPv6

In spite of the IPv6 gets widely used to identify devices, but some existing companies,
technologies and customers still use the IPv4. The problem comes with development of IPv6
to be compatible with IPv4 devices [49]. A solution is to enable seamless communication by
using a transition technology that is called dual stack routers. Nodes may have dual stack
support both IPv4 and IPv6 packets. In addition, use tunneling techniques in cloud
virtualization: 6to4, Teredo, and ISATAP.

6.5. QUALITY OF SERVICE

By default, heterogeneous devices support multi traffic types and multi services; a single
network can handle with all services and traffic without QoS. Communication networks
offer to the end user three types of multimedia: high quality and smooth video, no drop calls
and real time voice, and data. As 10T expanded, there are sensors provide different services
at the same time; this leads to a bottleneck, hence, QoS becomes an issue. Achieving QoS
are guaranteed by maximizing the bandwidth, control delay (the limited time that a packet
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takes to reach to the destination), jitter (the variation in the end-to-end delay of received
packet) and packet loss (the number of packet that failures to reach the destination) to meet
customer’s need [50].

6.6. DATA LOCATION

Since cloud and loT support data mobility, location of data becomes an important issue
for several reasons; for user's perspective, it does not matter to know the location of their
data. For example, people share their photos on social networks and they do not concern
where their data are stored. However, some systems have a sensitive data that preferred to
know the location; and in some cases, they specify their own location. The service provider
side should also take care of systems security. In addition, they may take contract with
another cloud, so that when the data moved from one place to another, it will not become a
problem. The cloud services provider may depend on several factors including the cost of
data center (researchers proposed a system reducing the cost [51]), the temperature of servers
and dynamic routing may help to optimize resource and reduce costs [52]. Another
consideration, the time that takes to access the data should be minimalized; the data should
be stored in closest location to the user [15].

7. CONCLUSION

loT is a new concept and becoming the future of Internet, which a huge number of data
generated from things and shared across Internet around the world. A billion of devices,
applications and new technologies will connect with each other to improve the quality of life
more than anything did before. This paper shows an overview of 10T and about its history
and application domains. Some remarks are concluded related to this topic; IoT architecture
has been presented to understand the role of each loT layers to know which the loT
components and technologies are suitable with each layer. 10T protocols functionality existed
nowadays have been explained their functionality with open research challenges. Finally, for
providing new services arising from this integration to users, Integration cloud with IoT has
been emerged. This integration termed as Cloud of Everything, including some issues which
have been explained.

In further, we are looking into surveying the next-generation technologies and networks.
The 5G networks have been expected to handle trillions of objects by 2020 more. However,
it will be a part of 10T; connecting all mobile nodes and fixed devices with each other. New
challenges will arise from this integration that should be studied study.
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