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Cryptography has long history by providing a way to
store sensitive information or transmit it across insecure
networks (i.e. the Internet) so that it cannot be read by
anyone except the intended recipient. Because data

transmitted over the network is vulnerable to attack, it
must be considering the security aspect of it. In this
DOL: paper, a public key encryption algorithm based on
10.25212/Ifu.qzj.2.2.08 hybrid chaotic maps is proposed. The proposed
algorithm uses a mixing of three dimensional Logistic
map, three dimensional Arnold Cat map, two
Encryption, Hybrid dimensional Rotation Equation and Chebyshev map to
Chaotic Map, 3D set random values to this algorithm and to generate
Logistic  Map, 3D privet and public keys that are used to encrypt and
Arnold  Cat  Map, decrypt data. The experimental results show that the
Rotation Equation. generated keys have the characteristics of truly random
numbers and pass most of statistical and NIST tests.
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1. INTRODUCTION

Forthousands of years cryptography and encryption have been used for secure
communication. Cryptography is the science and the study of secret writing
techniques [1].

Asymmetric encryption also known as public-key encryption is one form of
cryptosystem in which different keys are used to perform encryption and decryption one is a
public key and the other is a private key. Public Key encryption can be used for
authentication, confidentiality, or both [2].

The major advantage of using the public key encryption is that they avoid the need of
sharing any shared key between the transmitter and the receiver via a secure channel. In a
shared key encryption scheme the transmission of a private key via a secure channel can
cause a completely danger to the encryption scheme [3].

Chaos theory is a field of mathematics. It is the study of complex, nonlinear and dynamic
systems. This field was pioneered by Lorenz in1963. [4]. Nonlinear equation is deterministic
that can generates random or chaotic behavior over time [5]. Dynamic system is very
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sensitive to initial condition and its response known as a Butterfly Effect, in which small
change in initial state has led to unpredictable change in the final state [6]. The chaotic
behavior has been widely studied and many generators have already been used to generate
sequences of pseudo random numbers [7].

2. RELATED WORK

Many researchers uses chaotic map in public key encryption. In [8] a public-key encryption
algorithm based on iteration of one-dimensional Chebyshev chaotic maps and two-
dimensional of torus automorphisms chaotic map was proposed. This encryption schemes
are both secure and practical, and can be used also for digital signature.

In [9] a new cryptosystem by using iterations of an expansion chaotic map was proposed.
The expansion map is modified logistic map. The proposed cryptosystem is a symmetric-key
cryptography has characteristic of public-key cryptography, that uses three kinds of keys, a
public key, a private key and a common private key.

In [10] an expansion of the public key encryption based on chebyshev polynomials with
a modest hash function was proposed. This model can be applied on multilevel inputs types
such as images and videos.

3. PUBLIC KEY ENCRYPTION BASED ON CHEBYSHEV MAP

A public-key encryption algorithm based on chaotic maps is first proposed by Alfred in 1996.
Chaotic map used in this algorithm is Chebyshev map which shown in Equation (1). The
algorithms described here use a remarkable property called semi group property as shown in
Equation (2).

TN(X) = 2xTu-1(x) — Tu-2(X) 1)
Where n>2, x € [—1, 1], To(x) = 1 and T1(X) = X.
Tr(Ts(x)) = Trs(X) (2)

Public key encryption based on Chebyshev map consists of three algorithms. The first one
is the Key generation algorithm (shown in Algorithm (1)) that generates public and private
keys. The second one is the encryption algorithm (shown in Algorithm (2)), while the third
algorithm is the decryption algorithm (shown in Algorithm (3)) [10].

Algorithm (1): Key Generation.
Output: Pubic key (x,Ts(x)), Private key s.
Begin

Generates a large integer s;

Selects a random number X in the interval [-1, 1] and computes Ts(x);
Sets the public key to (x, Ts(x)) and the private key to s;
End.

Algorithm (2): Message Encryption.

Input: public key (X, Ts(x)).

Output: Cipher message C.

Begin
Obtains authentic public key (x, Ts(x));
Represents the message as a number M in the interval [-1,1];
Generates a large integer r;
Computes Tr(x), Tr-s(x) = Tr(Ts(x)) and X =M- Tr-s(X);
The cipher text C = (Tr(x), X);

End.
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Algorithm (3): Message Decryption.

Input: Private Key s.

Output: Message M.

Begin
Uses the private key s to compute Ts-r(x) = Ts(Tr(x));
Recovers M by computing M = X/Ts-r(x);

End.

4. THE PROPOSED ALGORITHMS OF PUBLIC KEY ENCRYPTION BASED ON
HYBRID CHAOTIC MAPS

This method is depends on chaotic maps to generate private and public keys to encrypt and

decrypt data using public key encryption. So, the main purpose of this improvement is to

strength the randomization by using hybrid chaotic maps.

The proposed algorithm uses hybrid chaotic maps in setting the main parameters,
generating public and private keys and also in encrypting and decrypting messages. To
provide a good environment for this map to work, numbers between 0 and 255 are divided
to interval between 0 and 1. The Fraction_code algorithm shown in Algorithm (4) takes
integer values between 0 and 255 and converts them to 256 real ranges between 0 and 1 to
support the values resulted from the chaotic maps.

The main parameters (s,r,x) are set by using a combination of hybrid multidimensional
chaotic maps. The chaotic maps that are used as key generator consist of a combination of
three dimensional Logistic map shown in Equation (3) [11], Rotation Equation map shown
in Equation (4)[12,13] and three dimensional Arnold Cat map shown in Equation (5) [14,15].
The block diagram of this combination is shown in Figure (1).

Xip1 = A (1 —x) + By} + az}

Yier = Ayi(L = y) + Bzfy; + ax}

Zipr = Azi(1 = z;) + Bxfz; + ay? 3)
Here Equation (3) exhibits the chaotic behavior for 3.53<A<3.81, 0<B< 0.022, 0<0<0.015,
and can take the value between [0,1].

Xep1 = —a — (x¢ +a) cosO + y, sinb/r;
Ve41 = —X¢ T Sinf +y, cos 0
T = JO.S (xf +\xf + 4yt2) 4
Where the parameters are 6 = 2 and a = 2.8, with initial conditions x0 = 0.5, y0 = 1.0.
x' 1 a 01 rx
[y’] = [b ab+1 0] [y] mod 1 (5)
7' C d 11 Lz

After the initial values are set, each one of those maps generates real values that are
converted to binary by using a threshold value as shown in Algorithm (5). The threshold
value that is used in the present study is equal to 0.5. So, the resulted binary digits from those
maps are eight digits (three digits from Logistic and Cat maps and two digits for Rotation
map). Those digits are merged together and the result is converted to decimal. This decimal
value is used to loop Chebyshev map shown in Equation (6) [16].

X +1) = Tk(Xn) = cos(k x arccos(xn)) (6)
Where xn € [-1, 1] and k € [2,00).Restricted in the interval [—1, 1] [10].

The final result is converted to binary number. Then, a normalization process is made to
that binary number. This process is described in Algorithm (6). The first loop is used to set
the parameter s which is a large integer that represents the private key. The second loop is
used to set the parameter r, while the third loop is used to set random x which it is between
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0 and 1. In key generation step shown in Algorithm (7), the s and x parameters are used with
a Rotation equation to compute the public key. The r, X and s parameters are used with a first
order Chebyshev map and another with a Rotation equation to encrypt and decrypt message.
The encryption algorithm is shown in Algorithm (8).

In decryption steps shown in Algorithm (9) the same chaotic maps with the same initial
values are used to generate the random values. Those values are converted to binary using
Algorithm (5) and an inverse Fraction_code is used in decryption process to convert the result
to ASSCII form as shown in Algorithm (10).

Algorithm (4): Fraction code
Input: integer values between 1 and 256;
Output: Fraction _code as array of ranges between 0 and 1;
Begin
For i=0 to 255
Represent the value of i as a real value in range [i, i+1) with three fraction digits;
Put the result of above step in Fract_array[i];
End For
Fraction_code = Fract_array;
End.
Algorithm (5): Convert The Result of 3-D Chaotic Map to Binary Using Threshold Value.
Input: Result of 3-D chaotic R.
Output: Binary-digits.

Begin
For j=1 to number of R
If Rj>= 0.5 Then
Binary-digits= Binary-digits & 1
Else
Binary-digits= Binary-digits & 0
End If
End For
End.

Algorithm (6): Normalization of Binary Values.
Input: Real Value R.
Output: Normalized Binary Value BN.
Begin
B= Convert R to binary;
If B contains exponent part and fraction part Then
BN=merge the fraction with the exponent after eliminate "'
Else If B in exponential (Floating point) format Then
BN= B* 10"number of digit after exponential part
Else
BN=B
End If
End.
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FIGURE 1: The Combination of the 3-D chaotic maps.
Algorithm (7): Public and private Key Generation
Input: vector of initial chaotic map values.
Output: Public key, Private key;
Begin
Fori=1to 3
Apply 3-D Logistic map shown in Equation (3);
Apply Rotation Equation shown in Equation (4);
Apply 3-D Arnold Cat map shown in Equation (5);
Convert the result of the three maps to binary using threshold = 0.5;
Bit= concat the result of the three maps;
D= convert Bit to decimal;
Forj=1to D
Apply first order Chebyshev map shown in Equation (1);
End For
B=take the last result of Chebyshev map and convert it to binary;
Normalize B using Algorithm (6);
If i=1 Then
S=take only first 8 bit of B and convert it to decimal;
Else
If i=2 Then
R= Take only first 8 bit of B and convert it to decimal;
Else
T= Take 30 bit from B and convert it to decimal;
X=convert T to real value between [0,1] using Fraction_code;
End If
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End For
Compute Rotation Equation (RRs(X));
Public key=(x,RRs);
Privet key=s;
End.
Algorithm (8): Public Key Encryption
Input: Message M, Initial values of Rotation and Chebyshev.
Output: Cipher.
Begin
M= select a message and convert it to ranges between [0,1] using Fraction-code Algorithm;
Compute Lr(x) by using Chebcheve map shown in Equetion (1);
Compute RRrs(x) using Rotation Equation shown in Equation (4);
X=M.RRrs(x);
Cipher= (Lr(x),X);
End For
End.

Algorithm (9): Public Key Decryption.
Input: Cipher.
Output: Palin.
Begin
Compute Rotation Equation RR(sr);
M= X/ RR(sr);
Plain= Inverse Fraction_Code;
End.

Algorithm (10): Inverse Fraction code
Input: Fraction _code as array of ranges between 0 and 1;
Output: integer values between 1 and 256;
Begin
For i=0 to 255
Take the real value and find the equivalent integer value in Fraction_code array;
Put the rult of above step in Inverse Fract_array[i];
End For
Inverse Fraction_code =Inverse Fract_array;
End.

5. EXPERIMENTAL RESULTS

In this section the proposed algorithm is tested. Those tests includes testing the key generated
from the proposed algorithm. The five basic statistical tests and NIST tests are used to

examine the randomness of the generated key

The basic tests are used to determine whether the sequence possess specific characteristics
of truly random numbers. However, if the sequence passes all tests there is no guarantee that
it was produced by a random bit generator [16].The generated keys from the proposed
algorithm are examined using those tests. The results show that the generated bit streams
have the characteristics of truly random numbers as shown in Table (1). In this table, the

different length of keys are statistically tested and pass most of tests.
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TABLE 1: The results of Statistical tests.

Key Test Name Value X2 Chi Square
Size (X) o Degree | Value (X) Result
Frequency 0.5 0.05 1 3.8415 Pass
32 Serial 0.88817 | 0.05 2 5.9915 Pass
Poker 0.5 0.05 1 5.9915 Pass
Run 0 0.05 -2 3.8415 Pass
Frequency 0.25 0.05 1 3.8415 Pass
64 Serial 1.0675 | 0.05 2 5.9915 Pass
Poker 11.25 0.05 3 9.4877 Not Pass
Run 2.125 0.05 0 5.9915 Pass
Frequency 2 0.05 1 3.8415 Pass
128 Serial 2.4331 | 0.05 2 5.9915 Pass
Poker 7.5238 | 0.05 7 15.5073 Pass
Run 2.8101 | 0.05 2 9.4877 Pass
Frequency | 8.2656 | 0.05 1 3.8415 Not Pass
256 Serial 7.7148 | 0.05 2 5.9915 Not Pass
Poker 13.5411 | 0.05 7 15.5073 Pass
Run 7.4057 | 0.05 2 15.5073 Pass

NIST tests consist of sixteen tests that are used to test the randomness of sequences. The
SUCCESS means that the sequence is acceptable and it has enough randomness, while the
FAILURE means that the sequence is not acceptable because of non-randomness.There are
two tests which are Random Excursion, and Random Excursion Variant that do not give
results each running because they only give results when the number of cycles greater than
500 as shown in Equation (7) [17].

j< max (0.005Vn,500) (7
Where J indicates the total number of the cycles in the sequence. Another test which is Linear
Complexity test is also not indicates P-value because some bits are discarded. Table (2)
shows the result of the NIST tests. The generated sequence from the proposed algorithm

passes most of those tests.
TABLE 2: The results of NIST tests.

Test Name Number Number Nu_mber of Percentage of
of tests  of Success  Fail Success tests
Approximate Entropy 181 181 0 100%
Block Frequency 181 181 0 100%
Cumulative Sum (Forward) 362 362 0 100%
Fast Fourier Transform 181 181 0 100%
Frequency 181 180 1 99%
Lempel Ziv Compression 181 181 0 100%
Longest Run of Ones 181 181 0 100%
Non Periodic Template 26788 21429 5359 79%
Overlapping Template of all Ones 181 181 0 100%
Rank 181 181 0 100%
Run 181 178 3 98%
Serial 362 357 5 98%
Universal 0 0 0 Not number
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6. CONCLUSIONS

From the presented study it has been concluded that, using hybrid chaotic maps in public key
encryption instead of one map strengths the system and makes it more robust against the
attackers. Also, the results of hybrid maps have the characteristics of truly random numbers
because they pass most of statistical and NIST test which makes it difficult for the intruder
to crack the original data.
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