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 The rapid developments in the field of information 
technology have led to communication between people 
taking place in the virtual environment. It is of great 
importance to protect, hide, and secure this information, 
particularly in the virtual environment. Steganography is the 
science that ensures secure and confidential transmission of 
data to the intended recipient. In this field, data is sent by 
concealing it within various files. This paper focuses on 
improving the performance of image steganography through 
a method that involves altering the least significant three bits 
to hide data in colored images. Experimental studies were 
conducted using overlay images from standard databases 
with dimensions of 512 x 512. In these studies, eight-bit data 
was concealed within a one-pixel area, and the similarity 
ratios between the cover image and the stego image quality 
were examined. 
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1. Introduction  
Steganography is derived from the Greek word "Steganos," meaning covert or hidden, 
and the word "Graphy," which refers to writing or drawing (Alyousuf, Din, Qasim, & 
Informatics, 2020; Qasim & Alyousuf, 2021; Qasim, Din, Alyousuf, & Informatics, 
2020). The objective of steganography is to transmit confidential data to a desired 
destination without being understood by third parties, using a cover medium (Din, 
Mahmuddin, Qasim, & Technology, 2019; QASSIM & SUDHAKAR, 2015; Roshidi Din, 
2018; Tayel, Shawky, & Hafez, 2012). The media used for storing confidential data 
include text, pictures, audio, video, or protocol files. Image steganography involves 
hiding information within an image using various algorithms and studies that have 
been conducted (Din, Qasim, & Informatics, 2019). The most significant distinction 
between steganography and cryptography (encryption) is that the presence of the 
hidden message in steganography is concealed. In other words, only the recipient of 
the message knows that hidden data is embedded in the cover data, while someone 
who possesses the cover data cannot realize the existence of the hidden data. In 
cryptography, it is commonly known that the sent data is confidential, and its 
contents cannot be understood without the secret key. Understanding the secret 
data requires significant effort and time. If a third party eavesdropping on two people 
communicating secretly realizes the confidentiality of the communication (Altaay, 
Sahib, & Zamani, 2012; Altaay, Zamani, Mazdak, 2012; Alyousuf et al., 2020; Din, 
Mahmuddin, et al., 2019; Din, Qasim, et al., 2019; Qasim & Alyousuf, 2021; Qasim et 
al., 2020; QASSIM & SUDHAKAR, 2015; Din, 2018; Tayel et al., 2012; Zaidan, Zaidan, 
Taqa, & Othman, 2009) the main purpose of steganography will not be achieved. The 
methods employed in image steganography can be categorized into two main groups: 
spatial methods and transform methods (A. A. J. Altaay et al., 2012). Spatial methods 
utilize the least significant bit (LSB) of the image, whereas transform methods convert 
the image data into frequency domain representations and store the information 
there. Operations in spatial methods are relatively simple, but they are sensitive to 
minor changes such as filtering, resizing, and compression. Data hiding techniques 
used in transform methods exhibit greater resilience to these changes. However, they 
have a lower data storage capacity compared to spatial methods (Chan & Cheng, 



 

QALAAI ZANISTSCIENTIFIC JOURNAL 
A Scientific Quarterly Refereed Journal Issued by Lebanese French University – Erbil,   Kurdistan, Iraq 

Vol. (9), No (3), Autumn 2024  
ISSN 2518-6566 (Online) - ISSN 2518-6558 (Print) 

 

1148 

2004). The hash-based LSB algorithm for hiding confidential information in video 
steganography was proposed by (Liao, Wen, & Zhang, 2011). The LSB method, using 
2-3-3 least significant bits substitution, hides data in the pixel values of the blue, 
green, and red channels of colored cover images (Rasmi.A, 2017). The 8-bit data of 
the hidden information is stored in a pixel, with the first two bits in red, the next three 
bits in green, and the last three bits in the blue color channel. In the proposed 
method, the eight-bit portion of the secret information and three bits of additional 
information are hidden in the red color channel, three bits in the green color channel, 
and two bits in the blue color channel. This paper focuses on storing high-capacity 
data by modifying the three least significant bits in colored images, including Lena, 
Nature, Peppers, and Baboon cover pictures. Hameed, Abdel-Aleem, and Hassaballah 
(2023) proposed a secure data hiding approach that combines least-significant-bit 
manipulation with nature-inspired optimization techniques. The study reported 
promising results, with the proposed method achieving secure data hiding while 
minimizing the impact on image quality. This research contributes to the field of 
steganography and provides valuable insights into enhancing data confidentiality in 
digital communication (Hameed et al., 2023). The paper is divided into five parts: the 
introduction, the methodology, the experimental studies and results, and the 
discussion. 

2. Methodology  
Changing the least significant bit (LSB) is one of the commonly used methods in image 
steganography. In this paper, an eight-bit area of one pixel in the colored cover image 
is modified using Matlab. Three algorithms, namely LSB332, LSB323, and LSB233, 
were employed to hide the data. The LSB332 algorithm involves using the last three 
bits of the red color channel and the green color channel of the pixel in the colored 
cover image. It also utilizes the last three bits and the last two bits of the blue color 
channel. Additionally, the information to be hidden in the cover image is encrypted 
with a user-defined keyword. Therefore, when retrieving the data, the person 
opening the text should use this keyword.  

The parameters used for this study are explained below: 
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2.1 Hiding capacity: 
In the context of image steganography, capacity refers to the amount of data that 
can be hidden within an image without causing significant changes to its visual 
appearance. The goal of steganography is to conceal the existence of the hidden 
data, so it's important to ensure that the modifications made to the image are 
imperceptible to the human eye. 

The capacity of an image in steganography is influenced by several factors, 
including: 

a. Image size: Larger images typically have higher capacity as they contain more 
pixels to manipulate. Each pixel can potentially carry a piece of hidden 
information. 

b. Color depth: The color depth of an image determines the number of bits 
used to represent each pixel. A higher color depth allows for more bits to be 
utilized for hiding data, increasing the capacity. 

c. Image complexity: Images with more complex content, such as detailed 
textures or busy backgrounds, provide better opportunities for hiding data. 
The variations in pixel values make it easier to embed information without 
noticeable changes. 

d. Steganographic algorithm: The specific technique or algorithm used for 
embedding data in the image also affects the capacity. Some algorithms are 
more efficient at hiding data while minimizing visual changes, resulting in 
higher capacity. 

e. Security requirements: The level of security desired for the hidden data can 
impact the capacity. If strong encryption or error correction is applied to the 
hidden information, it may reduce the overall capacity as additional bits are 
required for these purposes. 

It's important to note that increasing the capacity often comes at the cost of 
reducing the robustness of the hidden data against various attacks or potential 
image modifications. Striking the right balance between capacity and robustness 
is a crucial consideration in image steganography. 
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The formula for calculating the capacity (payload) is given by dividing the total 
number of hidden bits by the product of the width and height of the overlay image. 

2.2 PSNR: 
PSNR stands for Peak Signal-to-Noise Ratio. It is a widely used metric in image and 
video processing to measure the quality or fidelity of a reconstructed or compressed 
image compared to its original, uncompressed version. 
PSNR is calculated by measuring the mean squared error (MSE) between the original 
and reconstructed/compressed images, and then converting it to a logarithmic scale 

2.3 SSIM 
SSIM, short for Structural Similarity Index Measure, is a commonly used method for 
evaluating the perceived quality of images or video frames. It takes into account both 
the structural information and the similarity of pixel intensities between the original 
and distorted images. 
While PSNR primarily focuses on pixel-level differences, SSIM incorporates the 
understanding of human perception by considering the structural information within 
the images. It assesses the similarity in terms of luminance, contrast, and structure, 
which are vital factors for human visual perception. 
The calculation of SSIM involves comparing local image windows and computing three 
similarity components: luminance, contrast, and structural similarity. These 
components are then combined to generate an overall SSIM index. The SSIM index 
ranges from 0 to 1, with a value of 1 indicating perfect similarity between the original 
and distorted images. 
Figure 1 illustrates the diagram of the LSB332 algorithm, where each eight-bit data of 
the hidden information is embedded in a pixel of the colored cover image (Chan & 
Cheng, 2004; Cvejic & Seppanen, 2004; Cvejic & Seppänen, 2005; Ker, 2005; Mitra, 
Roy, Mazumdar, & Saha, 2004; Parthasarathy & Srivatsa, 2005; Raja, Chowdary, 
Venugopal, & Patnaik, 2005). 
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Figure (1): General diagram of 3bit LSB algorithm 

The data hiding process in the 3-bit LSB algorithm follows the steps given in the 
pseudocode below. In the algorithm, steps are presented according to the LSB332 
method (Thangadurai & Devi, 2014). 

1. A pixel from the colored overlay image is selected, and the information for each 
color channel of this pixel is extracted and converted into binary format. 

2. A one-byte portion of the data to be hidden is obtained, and its ASCII value is 
converted into binary format. 

3. During the data hiding process: 
a. Firstly, the last three least significant bits of the red and green channels are 

set to zero, and the last two least significant bits of the blue channel are also 
reset. 

b. The first three most significant bits of the data are concealed within the last 
three least significant bits of the red color channel. 

c. Bits 4, 5, and 6 of the data to be hidden are embedded within the last three 
least significant bits of the green color channel. 

d. The 7th and 8th bits of the data are hidden within the last two least significant 
bits of the blue color channel. 

4. The process is repeated starting from the first step until all the data to be hidden 
has been embedded. 
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3. Experimental Study 
In experimental studies, LSB332, LSB323, and LSB233 methods were carried out, 
respectively, using 3bit LSB algorithm, and the results are presented. The study used 
512 x 512 dimensions color pictures of Lena, Nature, Peppers, and Baboon in standard 
databases and presented in Figure 2. 

 
Figure (2): Colored cover images used in experimental studies. 

To achieve two of the most significant objectives of steganographic methods, which 
are maintaining the integrity of the cover image and ensuring its secure transmission, 
certain considerations such as PSNR and SSIM are taken into account in this study. In 
the evaluation phase of steganography algorithms, the Peak Signal-to-Noise Ratio 
(PSNR) is used to assess the quality of the stego image, while the Structural Similarity 
Index (SSIM) is employed to measure the similarity between the cover image and the 
stego image (ALabaichi, Al-Dabbas, Salih, & engineering, 2020; Alwan, Farhan, Mahdi, 
& Engineering, 2020; Alyousuf et al., 2020; Eskandari & Engineering, 2013; Taouil, 
Ameur, & Engineering, 2018). The concept of capacity (payload) is used to indicate 
the maximum number of bits that can be hidden. Capacity refers to the amount of 
data that can be concealed in a pixel, measured in bits. The formula for calculating 
the payload capacity is provided in in (1). 

Capacity =   ௧௢௧௔௟ ௕௜௧௦ ௛௜ௗ

ௐ௜ௗ௧௛ ௫ ு௘௜௚௛௧ (ை௩௘௥௟௔௬ ூ௠௔௚௘)
                                          (1) 



 

QALAAI ZANISTSCIENTIFIC JOURNAL 
A Scientific Quarterly Refereed Journal Issued by Lebanese French University – Erbil,   Kurdistan, Iraq 

Vol. (9), No (3), Autumn 2024  
ISSN 2518-6566 (Online) - ISSN 2518-6558 (Print) 

 

1153 

The formula presented calculates the PSNR value, which provides an indication of the 
success of the developed methods. It allows us to assess the quality and effectiveness 
of the implemented techniques.  

PSNR = 10𝑙𝑜𝑔 ଵ଴  ቀ
ெ௔௫మ

ொௌ
ቁ                                                                     (2) 

Meanwhile, the SSIM of the formula is showing the similarity ratio between the cover 
image and the stego image where is found in (3). 

SSIM (x, y) = 
(ଶ௨ೣ  ௨೤ ା௖భ)(ଶఙೣ೤ା௖మ )

(௨ೣ
మା௨೤

మ ା௖ଵ)(ఙೣ
మାఙ೤

మା௖ଶ)
                                               (3) 

In the experimental method, 2097152 bits of randomly generated data were used, 
with 8 bits per pixel, and applied to Lena, Nature, Peppers, and Baboon images. These 
color pictures, with dimensions of 512 x 512, were hidden using the LSB332, LSB323, 
and LSB233 methods. 

Table 1. Comparison of LSB332, LSB323 and LSB233 methods 
Image 
(512 × 
512) 

Load 
(bpp) 

LSB332 LSB323 LSB 233 

PSNR SSIM PSNR SSIM PSNR SSIM 

Lena 8 39,2707 0,9972 39,1004 0,9965 39,0538 0,9967 
Nature 8 39,2639 0,9909 39,1248 0,9892 39,0111 0,9902 

Peppers 8 39,1641 0,9967 38,9651 0,9958 38,8469 0,9960 
Baboon 8 39,2710 0,9955 39,0900 0,9947 39,0458 0,9953 
Average 8 39,2424 0,9951 39,0701 0,9941 38,9894 0,9946 

Table 1 presents the results obtained from the experimental studies. In the LSB332 
method, the range of PSNR values was between 39.1641 and 39.2710, and the range 
of SSIM values was between 0.9909 and 0.9972. For the LSB323 method, the range of 
PSNR values was between 38.9651 and 39.1248, and the range of SSIM values was 
between 0.9892 and 0.9965. Lastly, for the LSB233 method, the range of PSNR values 
was between 38.8469 and 39.0538, and the range of SSIM values was between 0.9902 
and 0.9967. 

 



 

QALAAI ZANISTSCIENTIFIC JOURNAL 
A Scientific Quarterly Refereed Journal Issued by Lebanese French University – Erbil,   Kurdistan, Iraq 

Vol. (9), No (3), Autumn 2024  
ISSN 2518-6566 (Online) - ISSN 2518-6558 (Print) 

 

1154 

Among these methods, the highest PSNR and SSIM values were achieved by the 
LSB332 method when applied to the Lena image, with values of 39.2707 and 0.9972 
respectively. Furthermore, in the average values presented in Table 1, the LSB332 
method yielded the best results with a PSNR value of 39.2424 and an SSIM value of 
0.9951 when using color pictures with dimensions of 512 x 512. 

4. Discussion And Conclusion 
In this paper, the method of hiding data using LSB (Least Significant Bit) was applied, 
which is a commonly used technique in image steganography. The last three least 
significant bits in each pixel were replaced to conceal the data. The study involved 
randomly generating a 2097152-bit dataset, which was then hidden in colored cover 
images using the LSB332, LSB323, and LSB233 methods. 
The results of the study showed that using the LSB332 method, which involves 
changing the last three least significant bits, provided the best performance for hiding 
8-bit data in a one-pixel area of colored overlay images. This method allowed for high-
capacity data hiding while maintaining a high PSNR (Peak Signal-to-Noise Ratio) value. 
However, it should be noted that this method may still be detectable by a third party 
if they suspect the presence of hidden information in the image. 
To address this concern, it is suggested to combine the technique of changing the 
least significant bit with other methods that can offer increased security and 
efficiency in image steganography. By employing such extended methods, it is 
possible to enhance the safety and effectiveness of data concealment in images. 
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  هگرنگ ƿ تی ب نیمترهک یوازɃش  هداتاکان ب  ەیوهشاردن  ۆ ب کɄوازɃش یدان Ƀپەرهپ
  کانداهنگ ڕەنگاوڕە هنɄ و

  پـوخـتـه: 
 هی نگیژ  هƿ  کانۆڤهمر  وانɃن  یندەوهیپ  ەکردوویوا  دایاریزان  یایژۆƿهکنهت  یبوار  هƿ  راکانɃخ  هوتنهشکɃپ
  هینگیژ  هƿ  یت هبیتاهبن، ب  زراوɄو پار  ەوهانشارنیو ب  نɄزرɄبپار  هانیاریزان  م هئ  ه. گرنگت Ƀبهه  دایجازهم
 رهبهستەد  هک  هیهو زانستهئ  Ƀیهیپ  وهب  ،هیهه  یرزهب  رۆز  یکییهگرنگ  یگرافۆگان یست  یزانست  دایجازهم
ب  ەیوهگواستن  هƿ  کاتەد نه  یته�ƹمهس  هداتاکان  ƿرهرامبهب  ینیه�ƹ  ۆب   ینɃو   وهئ  داهزانست  هیƿق  مه. 

ب  یمامککردنەد  هب  تɄردرɃبن  رهرامبهب  ینیه �ƹ  ۆب   ɂبەد  هک  هیانیاریزان  ی کەیهوهگواستن  ۆداتاکان 
ƿەوهنɄگوازرەد  زراوɄپار گرنگ    نیمترهک  ییتاۆ ک  یتیب  ɂس  ینۆڕیگ   یوازɃش  ماندا،هکەوهنیژɄتو  ه. 

  داهکەوهنیژɄ تو  ییکاریتاق  یناغۆق  ه. ƿکانداهنگڕەنگاوڕە  هنɄو  هداتاکان ƿ  ی مامککردنەد  ۆب   ەکارهاتووهب
  ی تیب  شتهه  یداتا  داهکەوهن یژɄتو  هƿ  هاەروهه  ،ەنراوɃکارههب  x 512  512  ەیبارهق  هستاندارد ب  هینɄو
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ƿپ  کیه   هیناوچ  هɃکسǃهاەروهه  ،ەوهتەشاراو  دا  Ʉەیژڕ  ƿɃکچوون  ƿن  هɃو  وانɄرگهب  هین  ƿو کواɃیت  ...
 ەی شاراو  هین Ʉو و  رگهب  هینɄو  وانɃن  یاوازیج  هƿ  ابوونی نǄد  ۆب  تɄکرەد  ۆب  انینیپشکن  stego  هینɄو

 کان ییهاریزان
 

  تطوير طريقة إخفاء البيانات بطريقة البت الأقل أهمية في الصور الملونة  

  :الملخص
البيئة الافتراضية. من   فيأدت التطورات السريعة في مجال تكنولوجيا المعلومات إلى جعل التواصل بين الناس  

بأهمية علم إخفاء المعلومات  يحظى  في البيئة الافتراضية خاصة    وتأمينها،حماية هذه المعلومات وإخفائها  لالأهمية  
  العلم، هو العلم الذي يضمن نقل البيانات بشكل آمن وسري إلى الطرف الآخر. في هذا الفرع من  عالية جدا حيث  

الطرف الآخر عن طريق   إلى  المراد إرسالها  البيانات  إرسال  البيانايتم  امن.  تإخفاء  نقل    في   للحصول على 
الثلاثة الأخيرة الأقل أهمية لإخفاء البيانات في الصور الملونة.    البناتتم استخدام طريقة تغيير    ورقتنا البحثية هذه،

يتم إخفاء   الدراسة أيضا،. في  512×    512تم استخدام الصور القياسية بحجم    للبحث،التجريبية    المرحلةفي  
  stegoب التشابه بين صورة الغلاف وجودة صورة  ويتم فحص نس  واحد،بيانات ثمانية بت في منطقة بكسل  

  للتأكد من الفرق بين صورة الغلاف وصورة المخفي فيها المعلومات.

 

 


