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The number of applications that use internet of things (loT)
concepts is rapidly increasing. Without high-quality
assurance, this growth cannot continue. According to the
literature, quality assurance (QA) models for internet of
things software applications are needed urgently.

The goal of this study is to build a model-based testing
framework for assessing the performance quality of one of
the loT applications. A real-world loT case implementations
have been modeled and analyzed in order to determine the
output quality attributes. For software quality assurance
applications, the International  Organization for
Standardization (ISO 25000) quality model was used.

The case study consists of thousands of combinations of test
cases, which are mostly beyond the capabilities of the
resources for achieving the target in the right time. To solve
this problem ACTS has been introduced to reduce the case
dimensions and find the optimum cases.

Finally, all these techniques have been integrated to a new
model-based approach called Model-Based Testing for
Performance Attribute (MBTPA). The MBTPA has been
applied to the case successfully.
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1 Introduction

The internet of things developed gradually and gained importance recently due to its
ability to impact daily life and future societies. It is expected that cars, homes,
consumer products, industries, and other objects will become managed via an
internet connection and data analysis in the near future [1]. This combination of
connected objects with data analysis capabilities could be a reliable source for
intelligent decisions that could transform lives in the future. The loT applications
extend across a range of security, eHealth, entertainment, smart cities, military, and
many other accurate fields [2], and more objects will gain the ability of direct internet
connection in the coming years. As this expansion of connected devices and
applications develops, the loT is going to affect our lives and it is a public safety field.
Additionally, with its expansion, the chance of system failure in loT becomes more
common. Therefore, it is not acceptable to enhance less quality 10T systems that
might cause loss of resources, data or even life. For this reason, Quality Assurance is
a significant and worthy issue for the loT systems before releasing these devices,
applications, and systems to market [3].

In the loT domain, the quality is the degree to which the system satisfies the stated
and implied needs of its various users. The requirements of users are performance,
security, maintainability, portability, etc. [4]. They are precisely what is represented
in the quality model, which classes the product quality into main attributes and sub-
attributes.

2 Related Work

During the past decade, significant effort has been spent in researching the field of
loT. One of the most significant areas of research is QA. Recently, several literature
studies have been published concerning the aspects related to loT quality. One of the
earlier studies is for Ming and Yan in 2013, which integrated the (loT) composite
service quality specifications, and put forward effective QoS metric decomposition
and optimization methods. The authors divided the complex QoS calculation model
into four simple models: the serial mode, parallel mode, branch mode, and circulation
mode; each model has a computational process. Combined with the QoS technology
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of the composite service, the authors followed the algorithm to find the sub-optimal
service at a reasonable cost under QoS constraints [5]. In the same year, Berhanu et
al. tried to use the testbed as a platform for testing the loT applications. They
mentioned setting up a testbed for adaptive security for the project ASSET (Adaptive
Security for Smart Internet of Things in eHealth) using existing commercial off-the-
shelf products and open-source software [6]. While in 2015, Adjih et al. presented the
open testbed FIT IoT-LAB. IoT-LAB is expected to push loT testing technology growth
by providing accurate open-access and open-source multi-user scientific tools.

Foidl and Felderer in 2016, outlined the QA requirements of IoT into six categories:
environment, user, service level agreement, organization, security, and data
management [9]. Further, they described the QA of loT applications by subdividing it
into four categories: defect prevention, defect analysis, user incorporation, and
organizational. In contrast, Banerjee and Sheth in 2017 classified loT applications
quality data into two categories: specifications and conformance. Additionally, they
improved the quality of 10T by analyzing two daily life cases requiring a high level of
quality [10]. In the same year other authors propose an loT testbed around city light
poles, with modular hardware and software architecture to enable experimentation
with different technologies [11]. In the same year, Nair et al. proposed a user-centric
and automated loT testbed in context with a setting that is close to the real-world
South African environment to address the specific loT vulnerabilities in the country.
The specific 10T vulnerabilities they focused on in the test are security and reliability
[12]. In 2017, Li and Huang used generalized stochastic Petri net (GSPN) modeling
techniques to forecast performance assessment for recoverable loT services. The
average response time was a success measure. The approach showed that the
average response time will decrease with service rate increases. It also showed that
hardware failure is more difficult to manage than software failures and can often be
considered disastrous to system stability and performance. This study can be
expected to provide an efficient approach to predict 10T services output before
implementation. Using GPSN simulation program called PIPE, the experimental
results are obtained [13]. In the same year other authors designed a MBT for the loT
communication [14]. Also, they carried out experiments in which there were five
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models implementations of MQTT brokers/servers, and they examined these models.
White et al. produced a systematic mapping of the quality for loT applications. They
focused on the quality of service (QoS) in IoT applications. They provided a view of
the state of QoS approaches in loT by assuming that QoS can be assured at different
layers of the loT architecture. However, they focused on quality aspects from the
perspective of QoS and high-level quality standards without going into the detailed
methodologies of assuring various quality aspects [15].

In 2018, Wang et al. evaluated the performance of the blockchain-based loT security
model [16]. Simultaneously, Hiun et al. introduced a service-based approach for an
automated loT testing framework regarding coordination, costs, and scalability
issues. While in the same year, Ying et al. dealt with the reliability which is one of the
software quality attributes. Moreover, they used a continuous-time Markov chain
model to evaluate the reliability of Blockchain Based loT applications [17]. In 2019,
Kuroiwa et al. designed a hybrid testing environment between the execution test and
model checking for the loT system [18].

While Nakhkash et al. in same year tried to evaluate the performance of the Wearable
Devices and Mobile Gateways in loT Applications. Nine applications from the LOCUS
benchmark have been utilized and tested on different boards having hardware
specifications close to wearable devices and mobile gateways. The execution time
and energy consumption results of running the benchmark on the boards are
calculated mathematically. The results are then used for providing insights for system
designers when designing and choosing a suitable computation method for loT
systems to achieve a high quality of service (QoS). The results show that, depending
on the application, offloading methods can be used for achieving certain
improvements in energy efficiency [19].

Concerning the quality of IoT applications, several mapping and literature studies
have been published recently, these studies concentrated on either the big image of
loT quality or individual quality aspects. For example, Ahmed et al. conducted an
extensive SMS on most quality aspects covered by the ISO/IEC 25000 standard that is
applicable to loT applications [21]. Lepekhin et al. addressed several quality aspects
in their systematic mapping study on loT challenges [22].

1218



QALAAI ZANISTSCIENTIFIC JOURNAL
A Scientific Quarterly Refereed Journal Issued by Lebanese French University — Erbil, Kurdistan, Iraq
Vol. (8), No (5), Winter2023
LFU ISSN 2518-6566 (Online) - ISSN 2518-6558 (Print)

In 2020 Rateb et al. used the MBT framework to test the load and security aspects
for an loT Blockchain-Based vehicles communication [23]. In contrast, Miroslav et al.
used an automated model-based approach to test smart TV applications usability and
accessibility [24].

2.1 Quality Assurance in loT Software Applications

Software quality assurance is the process to define how software quality can be
achieved and how the manufacture knows that it has reached the standard.

The quality characteristics of the product can be assessed by utilizing the quality
model. The design of the quality model requires specifying the quality attributes to
assess the features of the software[25] . The quality characteristics are defined based
on a set of standards such as ISO/IEC 9126 [26]. These standards are illustrated by the
International Organization for Standardization (ISO) to deal with the quality aspects
to determine the quality of the software as a quality model [27].

3 The Home Health Hub loT (H3loT)

The H3loT is a novelty loT based layered model that consists of the dependence and
interconnection of biosensors, communication networks, microcontroller, gateway,
internet, and applications [28] . The design is intended to be useful, efficient, and
simple to use. After using it, it becomes easy to track the health status of the older
people who live at home by their family, physicians, hospitals, and their doctors [28].

3.1 Home Health Hub loT Architecture

The H3IoT architecture is shown in Figure 1. The first layer is the Physiological Sensing
Layer (PSL) which is the lower-level layer. The role of PSL is to use sophisticated bio
matters to different physiological activities sensitively. Electric cardiovascular (ECG)
and electric kernel (EEG) are examples of PSL. (EMG) covers heart, scalp (brain), and
muscle electrical activity. Sensors like a panic alarm (cryptic behavior may occur at
any time primarily in the event of an accident), weight scale (measurement of weight),
pulse oximeter (measurements of blood SpO2 and pulse), blood pressure meter
(calculation of blood pressure), blood glycolysis (measures temperature of the body)
[28]. There may be a few additional sensors, which if required, may be added later.
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The raw sensed data is then sent for additional processing to the upper layers. The
Local Communication Layer (LCL) is the second layer, which is of the utmost
significance, transferring sensed data to the upper layers at PSL. In essence, PSL
communication technology works within a low geo-range (10 to 900 meters). That is
because the elderly should benefit from minimal physical interference when
interacting with the system as a whole [28].

The Information Processing Layer (IPL) is the core of the H3loT. The data obtained
from H3loT can be processed through the microcontroller or hardware platforms for
further processing in upper layer. This network gateway attaches its information at
IPL to top levels of 2G, 3G, 4G or Wi-Fi connectivity [28].
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Figure (1): The Architecture for Home Health Hub loT (H3loT) [28]

The User Application Layer (UAL) is H3loT top ingredients. As an approach to H3loT,
UAL may be sent to doctors, parents, hospitals, and caregivers who collect
information, for their counterpart in real-time, on the welfare of the elderly. The most
important thing is to visualize IAL information received and processed in UAL. Also,
stored cloud (lAL) details can be examined with the older individual’s comprehensive
medical history.
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3.2 MBT for the Home Health Hub loT
The MBT for the Home-Health Hub3loT case study is built using an Eclipse-based

open-source PCM-Bench platform. The PCM-Bench was used by software developers
to build PCM meta-model instances and predict QoS analyses. All types of entities are
described in PCM-Bench. Interfaces, data types, and components are PCM registry
entities. The PCM supports the modeling of various component types to present
different development stages and differentiate between simple and composite
components on the component side of Hub3loT.

3.3 Approach of CBSM

Palladio is a visual programming language and a dynamic platform to simulate
dynamic architecture designs like software. Our approach uses the Palladio
Component Model (PCM) to specify component-based software architectures in a
parametric way. For automated performance simulation, Palladio is designed to use
models as an input that is as close as possible to regular architectural models, which
should still be used when designing complex software systems. Palladio is a very well
and widely used approach to predict quality properties of component-based software
architectures.

3.4 Component Repository Model of Hub3loT

MBT basic concept is to construct complex repository software systems by
incorporating the system basic components. Figure 2 depicts the Home Health Hub
loT case study CRM.

This category comprises components and interfaces. This will start by describing the
entities that are placed in the repositories. After that, SEFF model component services
abstract behavior and performance properties. Composite structures improve system
predictability during the early design stages. On the other side, it helps the system
designers to make changes. The modeling initial aim is to predict the quality of loT
applications before the consumer even realizes they exist.
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3.4 Component Parameters Description

There are four basic components of Home Health Hub IoT. In the CRM of the H3loT
each component has a specific resource demand according to its functionality in the

system. The parameters description of these resources is presented in Table 1.

o <~ BasicComponent=>
-, Cloud

ampartment

SourceRequiredRoles

ResourceRequiredRoles

odel of Home Health Hub (H3loT)

Table (1): Home Health Hub3loT parameters description

Parameters Description Resources
P1 Internet network Latency/Throughput
P2 Micro Controller Number of Replicas/Processing Rate
P3 Cloud Processing Unit Number of Replicas/Processing Rate
P4 Mobile Devices Number of Replicas/Processing Rate
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i. Internet network

Latency and throughput are the computing resources of a cellular or wireless
network, as shown in Figure 3. Latency refers to the amount of time that the data
requires to transfer from its source to the other side of the link. Throughput refers to

the number of requests that a system can process per unit time.

Figure(3): Cellular network and Wireless network Component Model Linking

Resource
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LinkingResources >
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Latency: 0.2
Throughput: 1000
Failure Probability: 0.0

ICommunicationLinkResourceS pecification|

Latency: 0.2
Throughput: 0
Failure Probability: 0.0

The values of the latency and throughput resources of the test model were based on

the standard software values as demonstrated in Table 2.

Table (2): Resources values of Internet network

Parameters latency Throughput
P1.1 0.1 1000
P1.2 0.2 900
P1.3 0.4 800
P1.4 0.6 600
P1.5 0.8 400
P1.6 1 200

ii. Micro Controller

The CPU is a key demand for the Home Health Hub loT, and it has two main effect
resources, processing rate and replicas, as shown in Figure 4. The processing rate
defines how often the resource will be used. The number of replicas attributed in the
Palladio Processing Resource defines the total number of processors. The number of
cores in the Home Health Hub loT CPU is mapped to this attribution. The values of
the processing rate and the number of replica resources of the test model were

illustrated in Table 3.
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Figure (4): Home Health Hub3loT Controller Resource Container

Table(3): Resources values of Home Health Hub3loT controller CPU [29]

Parameters Number of Replicas Processing rate
P2.1 1 2000
P2.2 2 4000
P2.3 8 1000
P2.4 4 2000
P2.5 6 1000
P2.6 1 1000

iii.  Cloud Processing Unit
The information would be processed in the cloud and analyzed for the elderly
person’s detailed health records. The CPU is the most important demand in the Cloud,
and it has two main effects on resources.
The processing rate and replica number, as shown in Figure 5. The processing rate
defines how often the resource will be used. The number of replicas attributed in the
Palladio Processing Resource categorizes the total number of processors.
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This property is mapped to the Cloud CPU multiple cores. The values of the latency
and throughput resources of the test model were based on the standard software
values as demonstrated in Table 4 [29].

o <<ResourceContainer==
L -
— CloudContainer

#CPU

Scheduling: FCFS
Number of Replicas: 1
Processing Rate: 2000
MTTR: 0.0

MTTF: 0.0

Figure (5): Home Health HubloT Cloud Resource Container

Table 0): Resources values of Hub3loT Cloud CPU [29]

Parameters Number of Replicas Processing rate
P3.1 1 2000
P3.2 2 4000
P3.3 8 1000
P3.4 4 2000
P3.5 6 1000
P3.6 1 1000

iv. Mobile Devices

A mobile app was created to improve the accessibility of the older person’s status in
Home Health Hub loT. It is a computer software program that can be used on
smartphones, tablets, and other mobile devices. The processing rate and the number
of replicas are the two key CPU resources that are affected by the mobile device
controller resource container. The processing rate defines how much the resource
can carry out the resource requirements. The number of processors in Palladio
Processing Resource, on the other hand, is classified by the number of replicas
attributed. As shown in Figure 6, this attribution represents the number of cores in a
virtual Smart-Home controller CPU.
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Figure(6):Home Health Hub3loT Mobil Devices ResourceContainer

The values of the processing rate and the number of replica resources of our test
model were based on the standard software values. Table 5 illustrated these ranges

[29].

Table (5): Resources values of Hub loT Mobil Devices CPU [29]

Parameters Number of Replicas Processing rate
P4.1 1 1000
P4.2 1 2000
P4.3 1 4000
P4.4 1 8000
P4.5 2 2000
P4.6 2 4000

3.5 The test cases of Home Healthy Hub3 loT

There are four basic components in the Home Healthy Hub loT repository diagram,
each of them has specific resource consumption based on the system functionality.
In order to generate possible test cases, the In-Parameter-Order-General (IPOG)
algorithm was implemented and integrated into a combinatorial test generation tool

which is Advanced Combinatorial Testing System (ACTS) [30] twice.
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i. Without Constraints:

The results of the IPOG algorithm will be used to generate test cases, which will be
run using the ACTS tool, as shown in Figure 7. The number of parameters used to
represent n is four. For each of those parameters, there are 6 values that represent
d; the number of possible combinations for these parameters is d", which is 64 equal
to 1,296 test case values. All these test cases are not attached here for the reason of
space constraints, however they are available online Test cases of Healthy Hub3loT
MBTPA .

=S| 5YSTEM-Home Health Hub3loT]
=~ pl
0.1/200
0.2/400
0.4/600
0.6/800
0.8/900
1/1000

1/2000
2/4000
8/1000
6/1000
4/2000
1/1000

1/4000
4/1000
2/2000
1/2000
2/4000
4/2000

1/2000
2/4000
8/1000
6/1000
- 4 4/2000
- 4 1/1000

Figure (7): Combinatorial Testing System (ACTS) structure of Home Healthy Hub3loT

44432428222 ssssseTsese s

ii.  With Constraints:

It is always impractical to test all possible combinations exhaustively. As a
consequence, a technique can only test a subset of possible combinations. We have
constraints in place for integration strategies, which is a good approach. The
constraints for placing together the combinations were set out. The combinations
must satisfy the constraints in order to be valid. During the test generation process,
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the specified constraints will be taken into account, resulting in test cases that cover,
and only cover, the combinations that conform to those constraints. The following
are the constraints that were implemented:

« (p1<="MINIMUM Latency/ Throughput"), Throughput does not matter in our
model.

- (p2<= Maximum "Number of Replicas/ Processing Rate"), to get MINIMUM
response time.

« (p3<=Maximum "Number of Replicas/ Processing Rate"), to get MINIMUM response
time.

« (p4<= Maximum. "Number of Replicas/ Processing Rate"), to get MINIMUM
response time.

The same strategy was used as in approach one (without constraint). Using the ACTS
tool, we developed and ran our system by implementing the IPOG algorithm and
applying the mentioned constraints. As a result, we got a sub-set containing 40 test
cases. Table 6shows the configurations of a subset of test cases.

Table (6): Sub-set of test cases of Home Healthy Hub3 IoT generated by ACTS

tool
# ACTS Test Suite Generation
# Degree of interaction coverage: 4
# Number of parameters: 4
# Maximum number of values per parameter: 6
# Number of configurations: 40
Tes:‘s'ase pl p2 b3 pa
1 0.1/200 1/2000 1/4000 1/2000
2 0.1/200 1/2000 1/4000 1/1000
3 0.1/200 1/2000 4/1000 1/2000
4 0.1/200 1/2000 4/1000 1/1000
5 0.1/200 1/2000 2/2000 1/2000
6 0.1/200 1/2000 2/2000 1/1000
7 0.1/200 1/2000 1/2000 1/2000
8 0.1/200 1/2000 1/2000 1/1000
9 0.1/200 1/2000 2/4000 1/2000
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# ACTS Test Suite Generation

# Degree of interaction coverage: 4
# Number of parameters: 4
# Maximum number of values per parameter: 6
# Number of configurations: 40

Tes;iase pl p2 b3 pa
10 0.1/200 1/2000 2/4000 1/1000
11 0.1/200 1/1000 1/4000 1/2000
12 0.1/200 1/1000 1/4000 1/1000
13 0.1/200 1/1000 4/1000 1/2000
14 0.1/200 1/1000 4/1000 1/1000
15 0.1/200 1/1000 2/2000 1/2000
16 0.1/200 1/1000 2/2000 1/1000
17 0.1/200 1/1000 1/2000 1/2000
18 0.1/200 1/1000 1/2000 1/1000
19 0.1/200 1/1000 2/4000 1/2000
20 0.1/200 1/1000 2/4000 1/1000
21 0.2/400 1/2000 1/4000 1/2000
22 0.2/400 1/2000 1/4000 1/1000
23 0.2/400 1/2000 4/1000 1/2000
24 0.2/400 1/2000 4/1000 1/1000
25 0.2/400 1/2000 2/2000 1/2000
26 0.2/400 1/2000 2/2000 1/1000
27 0.2/400 1/2000 1/2000 1/2000
28 0.2/400 1/2000 1/2000 1/1000
29 0.2/400 1/2000 2/4000 1/2000
30 0.2/400 1/2000 2/4000 1/1000
31 0.2/400 1/1000 1/4000 1/2000
32 0.2/400 1/1000 1/4000 1/1000
33 0.2/400 1/1000 4/1000 1/2000
34 0.2/400 1/1000 4/1000 1/1000
35 0.2/400 1/1000 2/2000 1/2000
36 0.2/400 1/1000 2/2000 1/1000
37 0.2/400 1/1000 1/2000 1/2000
38 0.2/400 1/1000 1/2000 1/1000
39 0.2/400 1/1000 2/4000 1/2000
40 0.2/400 1/1000 2/4000 1/1000
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4 Results of Home Healthy Hub H3loT MBTPA
There are 40 test cases representing the best test cases concerning performance

quality factors after applying the constraints to all possible test cases and running
them through the ACTS tool in chapter five. PCM used these cases to assess the Home
Healthy Hub loT performance metrics. We chose the best case out of the 40 to see
how it did. Two main factors assess the importance of success in MBTPA: response
time and resource utilization. The 40 cases were run in five-case groups to make it
easier to notice each case’s behavior and choose the best response time and resource
allocation.

i. Testcases1-5
Cases 1-5 will now be addressed in terms of response times and resource use (see
table 6). The response times for cases 1 through 5 are shown in Figure 8.

The third case, depicted in green, is clearly the best. The system has a 97 percent
chance of responding to a call in less than 0.4 milliseconds in this situation, which is
considered a reasonable response time for Healthy-Home applications. Figure 9
depicts the test cases 1-5 from the perspective of the resource utilization metric. In
these five test cases, the CPU resource demands are nearly identical. In this scenario,
the main CPU had been running at 80% for the previous 3.5 milliseconds. As a result,
the amount of hardware resources 3.5 milliseconds. As a result, the amount of
hardware resources used per time unit is kept to a minimum.

Summed Probability [%]

0.0 0.5 1.0 1.5 20 2s 3.0 3s 40
Response Time [ms]

—— 1: Usage Scenario: UsageScenario — 2: Usage Scenario: UsageScenario 3: Usage Scenario: UsageScenario
4: Usage Scenario: UsageScenario 5: Usage Scenario: UsageScenario
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Figure (8): The Cumulative Distribution Function (CDF) of Response Time Tuple for

cases 1-5
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1: CPU [0] in MicroControllerContainer — 2: CPU [0] in MicroControllerContainer
3: CPU [0] in MicroControllerContainer 4: CPU [0] in MicroControllerContainer
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Figure (9): The Cumulative Distribution Function (CDF) of CPU in Microcontroller
of cases 1-5
ii. Test cases 6-10
Response times and resource utilization will now be analyzed in cases 6-10. (See table
6).
In all these test cases the system has approximately 90% possibility of responding to
a call in less than 1.5 milliseconds as shown in Figure 10.

Figure 11, depicts the test cases 6-10, from the perspective of the resource utilization
metric. In all test cases (6-10), the CPU resource demands are nearly equal. In this
scenario, the main CPU had been running at approximately 80% for the previous 3.5
milliseconds. As a result, the amount of hardware resources used per time unit is kept
to a minimum
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Figure (10): The Cumulative Distribution Function (CDF) of Response Time Tuple for
cases 6-10
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Figure (11): The Cumulative Distribution Function (CDF) of CPU in Microcontroller of

cases 6-10

iii. Test cases 11-15

Response times and resource usage will be discussed in test cases 11-15. (See Table
6 for more information.) In these test cases, the system has a 90% probability of
responding to a call in about 2 milliseconds, as shown in Figure 12, which is an
adequate but not ideal response time for Healthy-Home applications. The test cases
11-15, are represented in Figure 13 from the perspective of the resource utilization
metric. The CPU resource demands in all of these test cases are approximately
identical. The main CPU had been running at 80% for the previous 7 milliseconds.
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Figure (12): The Cumulative Distribution Function (CDF) of Response Time Tuple for
cases 11-15

The test cases 11-15, are represented in Figure 13 from the perspective of the
resource utilization metric. The CPU resource demands in all of these test cases are
approximately identical. The main CPU had been running at 80% for the previous 7
milliseconds.

i. Test cases 16-20

In cases 16-20, response times and resource usage will be examined. (For further
information, see Table 6). In these test cases, 16-20, the system has a 90% probability
of responding to a call in less than 1.5 milliseconds, as shown in Figure 14, which is an
adequate but not ideal response time for Healthy-Home applications in comparison
to other test cases.
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Figure (13): The Cumulative Distribution Function (CDF) of CPU in Microcontroller
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Figure (15): The Cumulative Distribution Function (CDF) of CPU in Microcontroller
of cases 16-20

Figure 15, depicts the test cases 16-20 from the perspective of the resource usage
metric. In all of these test cases, the CPU resource demands are nearly equal. For the
previous 8 milliseconds, the main CPU had been running at about 90%.

ii. Test cases 21-25

Response times and resource use will be discussed in cases 21-25. (See Table 6 for
more information.). According to Figure 16, nearly all of the test cases 21-25, had the
same response time. The system has just a 20 percent probability of responding to a
call in about 3 milliseconds, which is considered a long response time.

Figure 17, represents the test cases 21-25 from the perspective of the resource usage
metric. In both of these test cases, the CPU resource demands are approximately
similar. For the previous 4 milliseconds, the main CPU had been operating at 90%. As
a result, the amount of hardware resources used per time unit is kept to a bare
minimum.
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Figure (16): The Cumulative Distribution Function (CDF) of Response Time Tuple
for cases 21-25
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iii. Test cases 26-30

In cases 26—30, response times and resource usage will be examined. (For further
information, see Table 6). Figure 18 indicates that nearly all of the test cases, 26-30,
had the same response time. The system has a 70 percent chance of responding to
a call in around 3 milliseconds.

Figure 19 represents the test cases 26-30, from the perspective of the resource usage
metric. In all of these test cases, the CPU resource demands are almost similar. For
the previous 4 milliseconds, the main CPU had been operating at 90%.
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Figure (18): The Cumulative Distribution Function (CDF) of Response Time Tuple for
cases 26-30
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Figure (19): The Cumulative Distribution Function (CDF) of CPU in Microcontroller
of cases 26-30

iv.  Test cases 31-35

Cases 31-35 will now look at response times and resource usage. (For more
information, see table 6). Nearly all of the test cases 31-35, had the same response
time, as shown in Figure 20 In around 3 milliseconds, the system has a 75% chance
of responding to a call.

From the perspective of the resource consumption metric, Figure 21 depicts the test
cases 31-35. The CPU resource demands in all of these test cases are nearly identical.
The main CPU had been running at 89 percent for the previous 8 milliseconds.
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Figure (20): The Cumulative Distribution Function (CDF) of Response Time Tuple
for cases 31-35

e 2 2 2
= W oo

Summed Probability [%)]
o

0.2

0.1

0.0 -
0.000 0.001 0.002 0.003 0004 0.005 0.006 0.007 0.008 0.009 0.010
Resource Demand [s]

— 1: CPU [0] in MicroControllerContainer — 2: CPU [0] in MicroControllerContainer
3: CPU [0] in MicroControllerContainer 4: CPU [0] in MicroControllerContainer
— 5: CPU [0] in MicroControllerContainer

Figure (21): The Cumulative Distribution Function (CDF) of CPU in Microcontroller
of cases 31-35

1239



QALAAI ZANISTSCIENTIFIC JOURNAL
A Scientific Quarterly Refereed Journal Issued by Lebanese French University — Erbil, Kurdistan, Iraq
Vol. (8), No (5), Winter2023
LFU ISSN 2518-6566 (Online) - ISSN 2518-6558 (Print)

v. Test cases 36-40
Response times and resource use will be investigated in cases 36—40. (See Table 6
for more information.)
Approximately all of the test cases 36-40, had the same response time, as shown in
Figure 22. In about 3 milliseconds, the system has a 75% chance of responding to a
call. The test cases 36-40, are represented in Figure 23 from the perspective of the
resource utilization metric. The CPU resource demands are approximately identical in
all of the test cases (36-40). The main CPU had been operating around 65% for the
previous 5 milliseconds in these cases.
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Figure (22): The Cumulative Distribution Function (CDF) of Response Time Tuple for
cases 36-40
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Figure (23): The Cumulative Distribution Function (CDF) of CPU in Microcontroller
of cases 36-40

After analyzing all 40 test cases, we concluded that the test cases that were the most
successful in terms of response time and resource utilization were 1-20. Each of them
is an ideal test case with the best output performance metrics.
As a result, the latency (P1) is the most effected factor in the behavior of these test
cases, since in test cases 1-20, we used the lower latency value of 0.1 and throughput
was not necessary in this system.

5 Conclusion

In this research study, a new technique (we named it MBTPA) has been proposed,
designed and simulated for three cases using a dynamic visual programming platform,
Palladio. The main conclusions are:

1. The proposed MBTPA model was employed to assess three cases of different levels

2.

of loT applications. MBTPA has overcome one of the most common loT testing
challenges: system heterogeneity.
The Home Health Hub loT was used as a third case study to implement the

methodological approach into practice. The ACTS tool was used to generate the
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possible test cases, as it had been in previous cases. Each test case’s performance
metrics were monitored until we identified the test cases that were the most efficient
in terms of response time and resource utilization (1-20). They all are perfect test
cases with the highest production efficiency indicators. As a consequence, the latency
(P1) is the most important factor in the conduct of these test cases, as we used the
lower latency value of 0.1 in test cases 1-20.

Testers are now able to use MBTPA before the implementation, allowing designers to
take the time and resources they need to complete their 10T project without worrying
about wasting it.

6 Future work

Three separate case studies have been used to plan and execute the current work. To
run the MBTPA model, the PCM was used. The PCM focuses on the factors that
influence the system quality properties. We designed and ran the MBTPA for our
analysis, and we got good results that we can trust. As a result of our work, we
recommend the following points for future research.

1. Designing and implementing MBTRA as a Model-Based Testing for Reliability
Attribute.

2. Establish a standard process and logo to show the IoT certification test.

3. Develop research methods for loT applications testing.

4. Assess the throughput measure using our model (MBTPA).
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